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Abstract: Modern electric cars with upgraded passenger vehicles experience security risks from wireless firmware 

updates that allow attackers to threaten the safety of drivers and their passengers. This research develops a 

distinctive technique that unites blockchain technology with signcryption and proxy re-encryption to ensure vehicle-

manufacturer communication and resolve this problem. Through IPFS (Inter Planetary File System) firmware updates 

can be safely distributed to permissioned vehicles. The proposed method implements identity-based cryptography 

as a fusion of signcryption with proxy re-encryption to enhance air-based firmware update security. The security 

evaluation of this method provides evidence about how well the cryptographic update operations function within the 

firmware procedure. The study performs a simulation investigation with AVISPA through the implementation of OFMC 

and Cl-AtSe models. The simulation study results demonstrate that the proposed security techniques prove their 

resistance to both man in the middle and replay attacks. The study investigates vehicle firmware update security 

weaknesses to develop a framework which protects firmware update integrity and confidentiality. 

Keywords: Firmware Over-The-Air Updates, Signcryption, Blockchain, Re-Encryption, AVISPA 

 

1. Introduction 

The automotive industry goes through 

fundamental changes because of quick developments in 

automotive technology [1, 2]. The technology evolution 

brings new capabilities to vehicles which simultaneously 

enhance safety standards and develops their intelligent 

capabilities and network connectivity and complexity [3, 

4]. The estimated market penetration for internet-

connected light-duty trucks and vehicles is set to reach 

70 percent by 2023 according to current data [5]. 

Automobiles connected to the internet open many 

possibilities and advantages that benefit operators and 

occupants [6, 7]. The present automotive sector 

provides numerous vehicles with intelligent systems and 

advanced connectivity capabilities. The vehicles house 

multiple electronic control units (ECUs) that enhance 

their safety and comfort performance capabilities. From 

the beginning to the end of automotive life cycles 

Original Equipment Manufacturers (OEMs) must sustain 

software efficiency [8]. The Original Equipment 

Manufacturer (OEM) plays a critical role in achieving the 

best possible software performance of vehicles. Original 

Equipment Manufacturers possess the responsibility to 

create software solutions which boost vehicle 

performance while resolving possible problems that 

could develop. The original equipment manufacturer 

(OEM) actively maintains and supervises vehicle 

software and firmware components to ensure vehicle 

security [9]. 

Software efficiency improvement falls under the 

responsibility of original equipment manufacturers who 

maintain ongoing inspections of their products. The team 

fixes software and firmware problems which threaten 

vehicle safety or security to enhance overall vehicle 

capabilities [10]. The automotive industry depends on 

software-driven functionalities which requires maximum 

emphasis on software reliability and efficiency. Original 

equipment manufacturers (OEMs) meet their obligations 

through vehicle production focused on quality 

improvement and performance enhancement which 

results in better driving safety and user satisfaction [11]. 

Current research findings indicate that software-

related issues account for a major percentage of product 

recalls. The Society of Indian Automobile Manufacturers 
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(SIAM) reported significant growth in vehicle recalls that 

manufacturers conducted voluntarily during the year 

2022. The companies issued vehicle recalls for 206,238 

units consisting of cars and SUVs together with two-

wheelers. Manufacturers demonstrate significant 

dedication toward identifying safety risks before they 

affect consumers as shown by the provided data. 

Adhering to safety standards in the automotive industry 

remains essential so vehicle recalls become necessary 

for industry protection. Traditional recall processes 

generate substantial expenses while requiring extensive 

time duration and producing unfavorable environmental 

effects. FOTA software deployments offer 

manufacturers a means to reshape the traditional recall 

approach. Original equipment manufacturers (OEMs) 

possess the capability to perform remote software 

updates on vehicles so that physical inspections and 

repairs become unnecessary [12]. FOTA technology 

allows manufacturers to provide swift and efficient 

solutions to problems which results in major cost 

reductions alongside reduced operational disruptions 

and decreased environmental impact. 

The Federation of Automobile Technicians and 

Analysts (FOTA) updates significantly boost vehicle 

capabilities and performance levels. Original equipment 

manufacturers (OEMs) maintain authority to enhance 

their existing software by adding new features which 

also include additional functionalities and improvements. 

FOTA updates function as a critical element which 

maintains peak performance and ensures high vehicle 

safety standards for occupants inside vehicles. Software 

bugs along with software deficiencies and 

susceptibilities are resolved to achieve this outcome. 

FOTA updates bring many advantages to users while 

exposing them to multiple security threats. The security 

of vehicles and their integrity becomes vulnerable when 

software update procedures remain insecure [13]. The 

unauthorized update process control by a malicious user 

can result in equipment failure and operational 

breakdowns which creates risks to vehicle occupants. 

OEMs rely on established cloud providers to 

implement network storage with replication systems that 

enhance data access speed. Security and privacy issues 

might arise from OEM implementation of point-to-point 

encryption between autonomous vehicles and cloud 

services because end-to-end encryption is absent. Data 

confidentiality issues and unauthorised access stem 

from the ability of both cloud providers and OEMs to 

determine what updates each vehicle requests [14, 15]. 

Proper encryption solutions and industrial collaboration 

enable FOTA updates to achieve both quick delivery and 

secure performance [16, 17]. We present Blockchain-

based Signcryption with Proxy Re-encryption (SC-PRE) 

as our new approach to securing Firmware Over-The-Air 

(FOTA) updates in vehicles because of existing 

challenges. Our FOTA system implements blockchain 

technology to develop an auditable and open and 

trustworthy update management system. FOTA update 

management benefits from decentralized auditing 

features within blockchain technology to ensure 

interoperability along with audit trails. The participants of 

the FOTA ecosystem use this technology to perform safe 

information exchanges. The SC-PRE scheme enhances 

FOTA update security through secure privacy together 

with access controls and authentication functions. The 

combination of competent encryption and digital 

signatures is achieved through signcryption practices to 

ensure both authenticity and stability of the update 

method. Proxy re-encryption functions as a 

cryptographic method which grants authorized parties 

safe decryption privileges for processed encrypted data 

modifications. 

The proposed solution in this research fully 

resolves the issues pertaining to FOTA updates in a 

comprehensive manner. The solution combines 

blockchain technology with signcryption and proxy re-

encryption methods to achieve its purpose. FOTA 

updates in automotive systems achieve security through 

the framework by ensuring both authorization and 

authentication as well as vehicle access control. The 

goal of the proposed protocol is to provide secure end-

to-end communication of firmware updates by using the 

BC-SC-PRE-FOTA scheme, This article's many 

contributions include: The proposed scheme includes 

essential functions with registration of Data users and 

data owners with the TTP, signcryption, re0encryption 

key generation, re-encryption, and decryption, as well as 

using smart contract and blockchain for keeping track of 

firmware updates and it’s release. The proposed BC-SC-

PRE-FOTA scheme has been shown to be secure 

against MITM and replay attacks through AVISPA tool. 

The continuing segments of the paper are 

planned as follows: Section 2 provides a summary of 

related work in the field of FOTA updates using 

blockchain and proxy re-encryption. Section 3 presents 

the system overview and preliminaries, introducing the 

key components and background concepts. In Section 

4, the construction of the proposed scheme is explained 

in detail, outlining the integration of blockchain and proxy 

re-encryption for secure firmware updates. The security 

analysis and correctness proofs of the scheme are 

discussed in Section 5 to ensure its resilience against 

potential vulnerabilities. Section 6 attends a simulation 

finding using AVISPA to assess the scheme's security 

under diverse attack situations. Finally, Section 7 

concludes the paper by summarizing all the results, 

underlining the contributions, and implying future 

research advice. 

 

2. Related Work 

The objective of developing secure FOTA 

update practices has been the center of many proposed 

schemes. In this section, we portray a curated set of 

academic works that extend significant insights into the 

breadth of our research.
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Uptane, a secure framework for vehicles 

software updates that is built on TUF is presented in [18]. 

Uptane approaches robust shield against security 

attacks like man-in-the-middle, while safeguarding the 

integrity of signing keys continues uncompromised. A 

unique scheme for updating the firmware of independent 

vehicles via blockchain technology and smart contracts 

is discussed in [19]. The intended scheme efficiently 

handles standing values for vehicles engaged in 

communicating updates, confirming the validity and 

integrity of firmware updates. Attribute-Based Encryption 

(ABE) and zero-knowledge proof protocols characterize 

advanced cryptographic systems that enable the 

enabling of directed firmware distribution and secure 

update exchange. To improve operating efficiency, the 

utilization of a cumulative signature scheme permits the 

consolidation of several proofs into an individual 

blockchain transaction. 

A safe protocol for wireless firmware updates in 

smart cars is presented by authors of [20]. The protocol 

efficiently eases the hazard of repeat attacks, while 

concurrently guaranteeing the continuation of data 

integrity, confidentiality, and authentication. This paper 

explores the computational efficiency, low memory 

overhead, and correctness for wireless communication 

of the protocol, as well as realistic considerations for its 

execution. The firmware update protocol that has been 

suggested utilizes lightweight mechanisms, representing 

it appropriate for implementation within a vehicular 

ecosystem.  

To address these difficulties, this study reports 

on advanced automotive security framework that 

influences blockchain technology. The work also 

emphasizes software update system based on 

blockchain technology and supports a proof-of-concept 

implementation to showcase the pertinency of this 

architecture in automotive systems. In addition, the 

efficiency of the architecture is evaluated through the 

consideration of its various components. 

A framework for self-verification of firmware 

updates in vehicle ECUs over the air is discussed in [21]. 

It involves a trusted portal issuing updates with 

verification codes, securely downloaded by the vehicle 

using a FOTA protocol. Virtualization techniques enable 

simultaneous operation of control and functional 

systems. A microkernel-based control system flashes 

and verifies the firmware in the functional system, 

ensuring correct download and flashing of firmware in 

memory [22]. The framework addresses the need to 

detect malicious changes and ensure proper firmware 

updates in the automotive industry's growing trend of 

over-the-air updates. 

The primary security requirement for any 

security application is ensuring confidentiality, 

authentication, non-repudiation, and integrity [23-24]. 

Conventionally, these requirements are met by digitally 

signing the message first and then encrypting it. 

However, a more streamlined approach is the utilization 

of signcryption, a cryptographic technique that combines 

both signature and encryption in a single step. 

Identity-based cryptography (IBC) plays a 

crucial role in identity-based signcryption techniques, 

making it advantageous in various scenarios. Over time, 

several effective methods for identity-based signcryption 

(IBSC) have been proposed. 

Proxy re-encryption (PRE) is another 

cryptographic technique that enables a trusted proxy, 

acting as a third party, to re-encrypt a ciphertext intended 

for user A into a new ciphertext for user B without 

requiring user A's private key. The proxy is provided with 

a re-encryption key (rk_(A→B)) by user A, facilitating the 

transformation. Throughout this process, the proxy 

remains unaware of the message's content. The 

combination of IBC and PRE, known as IBPRE, has 

resulted in the development of effective IBPRE systems. 

In 2008, researchers in [25] introduced a fusion 

of signcryption with PRE. This system allows a proxy to 

re-encrypt a signcrypted ciphertext meant for user B into 

a new ciphertext for user C, excluding user B's private 

key. However, it should be noted that the security of this 

scheme against chosen ciphertext attacks is uncertain. 

Additionally, from a mathematical perspective, the 

scheme proposed in [25] is considered incorrect. 

In the smart grid ecosystem, the massive 

amount of data generated by IoT devices requires 

secure storage and management in the cloud server. To 

meet the security needs of this communication, 

signcryption with proxy re-encryption is an appropriate 

technique, allowing a semi-trusted third party to 

transform ciphertexts without accessing the original 

message. However, current schemes for signcryption 

with proxy re-encryption in the smart grid environment 

suffer from bandwidth and computational inefficiencies 

[26]. 

Almazroi et al (2023) [26] proposes a 

heterogeneous signcryption with proxy re-encryption 

(HSC-PRE) scheme to address challenges in EHR 

systems. It demonstrates how the scheme, combined 

with blockchain technology, achieves secure, 

interoperable, auditable, and accessible EHR systems. 

Security analysis confirms the scheme's effectiveness 

and efficiency compared to other related schemes.  

A blockchain-based Split-PRE method for 

enhancing security and privacy in IoT is presented in 

[27]. The system enables dynamic smart contracts and 

efficient proxy re-encryption to improve efficiency, 

security, and feasibility. Experimental results validate the 

effectiveness of the approach compared to existing 

methods.  

The paper [28, 29] presents a blockchain-based 

proxy re-encryption scheme for secure sharing of IoT 

data, utilizing dynamic smart contracts.  
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The system ensures data confidentiality by employing an 

efficient proxy re-encryption method, enhancing both 

performance and security. 

Despite continuous research efforts over the 

past decade to enhance security, most of the currently 

available solutions are not feasible for FOTA updates 

schemes due to limitations in computing resources [30, 

31]. Table 1 summarizes the key features and limitations 

of existing secure frameworks for FOTA and IoT, 

highlighting their varying focus on security, IoT 

suitability, and scalability. 

Existing research has only partially tackled the 

issue of securely sharing IoT data, and the constraints of 

computing and power resources on IoT devices make it 

challenging to implement complex security algorithms. 

To address this, our proposed solution involves 

combining blockchain technology with a signcryption 

and proxy re-encryption scheme. This approach not only 

provides a secure trading platform but also ensures the 

safe transfer of data to the intended recipient 

 

3. Preliminaries 

This section briefly introduces essential 

prerequisites and Bilinear Map [32] 

Let 𝔾 and 𝔾T be two cyclic group , with the prime 

order 𝕡 and the generator 𝕘. A bilinear map is a function: 

Ψ : 𝔾 × 𝔾 → 𝔾T  that meets the properties: 

1 Bilinearity: ∀  �, 𝖇 ∈ Ƶp
* and ∀ 𝕘 ∈ 𝔾, we have: 

Ψ(𝕘𝔞, 𝕘𝔟) = Ψ (𝕘, 𝕘)𝔞𝔟 

2 Non-degeneracy: For any non-zero � ∈ 𝔾, Ψ(�, 

�) ≠ 1  

3 Computability: An efficient algorithm exists for 

computing Ψ(�, �), ∀ � ∈ 𝔾 

 

4. System Overview 

In this section, we describe the system model 

and outline the design objectives of our proposed BC-

SC-PRE-FOTA system. Our explanation is based on 

Ethereum smart contracts and leverages immutable logs 

and trusted events. We specify a detailed description of 

the design of our proposed scheme, which directs to 

serve secure and immutable firmware updates to 

authentic vehicles. 

Figure 1 shows the system model of our 

proposed system, which incorporates five main entities: 

the Vehicle Manufacturer (data owner), Firmware 

Update Center, Trusted Third Party (TTP), Vehicles 

(data users), and a blockchain platform with smart 

contracts. 

Vehicle Manufacturer (data owner): The vehicle 

manufacturer is accountable for developing and 

releasing the vehicles. The firmware updates are also 

created by the manufacturer and sent to vehicles.  

 

Table 1. Summary of Related Work on Secure Frameworks for FOTA and IoT 

Study/Work Framework/Technique Key Features Limitations Security 

Focus 

IoT 

Suitability 

Scalability 

Uptane [18] TUF-based secure 

framework 

Protects against 

MITM attacks; Key 

integrity 

No FOTA-

specific focus 

High Moderate Low 

Blockchain 

[19] 

Blockchain and smart 

contracts 

Ensures update 

validity and integrity 

High overhead High High Moderate 

Wireless [20] Lightweight 

mechanisms for 

vehicles 

Confidentiality, 

authentication; 

Efficient wireless 

communication 

Limited to 

vehicular use 

cases 

Moderate Low High 

Self-

Verification 

[21,22] 

FOTA with trusted 

portal 

Verifies firmware; 

Microkernel-based 

control 

Complex real-

time 

implementation 

High Moderate Moderate 

IBPRE [25] Identity-based proxy re-

encryption 

Secure ciphertext 

transformation 

Not secure 

against CCA; 

Incorrect 

Low Moderate Low 

HSC-PRE 

[26] 

Heterogeneous 

signcryption with PRE 

Secures EHR 

systems; 

Interoperability 

Bandwidth 

issues 

High Low Moderate 

Split-PRE 

[27] 

Blockchain-based 

proxy re-encryption 

Dynamic smart 

contracts; Efficient 

security 

IoT resource 

constraints 

High High High 

IoT Data [28, 

29] 

Blockchain with proxy 

re-encryption 

Data confidentiality; 

Performance 

Not feasible for 

FOTA 

Moderate High Moderate 
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Figure 1. System model of proposed BC-SC-PRE-FOTA scheme  

The manufacturer signcrypts and re-encrypts 

the firmware updates prior to communicating them to the 

planned vehicles.The Trusted Third Party (TT P) 

functions as a faithful body essential to the scheme 

operation. All sharing entities receive their secret keys 

from the TTP to ensure safe data communication and 

transfer operations. The system requires existence of 

Public Key Infrastructure (PKI) systems to ensure secure 

key management capabilities.  

The vehicles which include Electronic Control 

Units (ECUs) function as data users who obtain firmware 

updates directly from the manufacturer. The vehicles 

can decrypt signcrypted and re-encrypted updates 

through their private key to perform successive updates. 

The system operates on a public blockchain 

platform through which smart contracts become 

possible. The blockchain platform delivers a ciphertext 

matching service to securely exchange data between 

manufacturers who own the data and vehicles who use 

the data. The blockchain platform maintains a 

transparent and immutable record of all new firmware 

updates that it stores. Figure 1 represents the system 

model which connects these entities to distribute 

firmware updates securely and efficiently through 

signcryption and re-encryption along with blockchain-

based smart contracts. 

The proposed BC-SC-PRE-FOTA system 

incorporates several key functions to enable secure and 

efficient firmware update distribution. Here are the 

functions described step by step: 

 Both manufacturers and vehicles register with 

the TTP, providing unique identity information. 

The TTP generates partial secret keys for each 

registered entity.  

 A manufacturer uses signcryption to secure 

firmware updates by ensuring both 

confidentiality and integrity of the update before 

distribution. The firmware update center 

receives the signcrypted update after its 

transmission. 

 The firmware update center stores the 

signcrypted update on Inter Planetary File 

System (IPFS) while it retrieves the matching 

hash value.  

 The firmware update center establishes a smart 

contract on the blockchain to preserve update 

metadata by including hash values and 

essential metadata. The system triggers an 

event named "new update release" to reach this 

objective. 

 The manufacturer adopts a process to inform 

vehicles about available new firmware updates. 
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The firmware update service allows vehicles to 

obtain access upon their request. 

 The update center develops proxy re-encryption 

keys dedicated for each individual vehicle. After 

generation the proxy server receives the specific 

key. 

 The proxy server obtains signcrypted updates 

from IPFS through its re-encryption and 

distribution process. The proxy server executes 

re-encryption through its possession of the 

proxy re-encryption key after receiving the 

update. After re-encryption the firmware update 

proceeds to its designated vehicle.  

 The vehicle completes decryption followed by 

unsigncryption after receiving the re-encrypted 

update from the system. The operations enable 

access to the original update which lets the 

Electronic Control Unit (ECU) perform the 

installation. 

By following these functions, the BC-SC-PRE-

FOTA system ensures secure and controlled distribution 

of firmware updates to vehicles while leveraging 

blockchain, signcryption, and re-encryption techniques. 

 

5. Formal model of BC-SC-PRE-FOTA 

scheme 

A system consisting of seven algorithms forms 

the BC-SC-PRE-FOTA scheme to fulfill specific tasks 

within the framework. The system model presentation 

includes a formal depiction of this scheme as illustrated 

in Figure 2. The implementations through algorithms 

enable secure FOTA update procedures by maintaining 

both data integrity and confidentiality while executing the 

BC-SC-PRE-FOTA scheme efficiently. The notations 

used in the algorithms are summarized in Table 2. 

Table 2. Notation and Symbol Definitions for the BC-
SC-PRE-FOTA Scheme 

Symbol Description 

𝒫𝑃𝑢𝑏 Public system parameters 

ℋ1, ℋ2, ℋ3 Hash functions 

Ƶ𝑝∗ Finite field of prime order p 

𝔾, 𝔾T Cyclic groups with prime order p 

Ψ Bilinear pairing 

ℓ Bit length of the message 

μ Master secret key (Msk) 

𝑀𝑃𝑢𝑏 Master public key 

IDM Manufacturer's identity 

 𝑆𝑘𝑀 Manufacturer's secret key 

𝑃𝐾𝑀 Manufacturer's public key 

𝐹𝑈 Firmware update 

𝐼𝐷𝑉  Vehicle's identity 

𝑆𝑘𝑉 Vehicle's secret key 

𝑃𝐾𝑉 Vehicle's public key 

⊕ XOR operation 

⊥ Invalid output symbol in case of failure 

During the System Initilization Algorithm phase 

of the BC-SC-PRE-FOTA scheme the main goal is to 

establish essential parameters that will support the 

system functionality. The system generates accessible 

public parameters for complete participation by all 

entities that take part in the scheme. The trusted third 

party generates a master secret which remains known 

only to themselves during this phase. Public parameters 

together with the master secret serve essential functions 

to maintain both security and operational integrity of the 

BC-SC-PRE-FOTA scheme. 

In the Key Extraction Algorithm, each user 

participating in the system sends their unique identity, 

denoted as IDM, to the TTP. Subsequently, the secret 

key, represented as 𝑆𝐾𝑀 , is generated. The first part of 

this secret key, 𝑆𝐾𝑀1 , is computed and securely 

transmitted back to the user through a confidential 

communication channel. This process ensures that each 

user possesses their respective secret key necessary for 

secure operations within BC-SC-PRE-FOTA. 

The Key Extraction Algorithm operates by 

enabling users to deliver their individual IDM to the TTP 

which generates the secret key 𝑆𝐾𝑀 . During the next 

stage the system creates a secret key that is 

represented by 𝑆𝐾𝑀 . A confidential communication 

channel delivers the first portion of the secret key 𝑆𝐾𝑀1  

to users after its computation. Secure operations within 

BC-SC-PRE-FOTA require users to gain their unique 

secret key through this process. 

The Signcryption Algorithm is responsible for 

generating a first-level signcrypted firmware update, 

denoted as  𝐹𝜎𝑀→𝑈𝑐
 by utilizing public system 

parameters, the firmware update 𝐹𝑈 , IDM, Secret key of 

manufacturer M, 𝑆𝑘𝑀 =  (𝑆𝑘𝑀1 , 𝑆𝑘𝑀2 ). Additionally, the 

algorithm requires public key of manufacturer M 𝑃𝑘𝑀  =

 (𝑃𝑘𝑀1 , 𝑃𝑘𝑀2 )  and update center 𝑃𝑘𝑈𝑐 as a input, The 

resulting signcrypted firmware update is then securely 

transmitted to the intended receiver through a secure 

channel. 

The Re-encryption Key Generation Algorithm 

generates the re-encryption key by using the Secret key 

𝑆𝑘𝑈𝑐  = (𝑆𝑘𝑈1, 𝑆𝑘𝑈2) of the firmware update center with 

identity IDUc and Public key 𝑃𝑘𝑉  =  (𝑃𝑘𝑉1 , 𝑃𝑘𝑉2 )  of 

vehicle V as input and generates the re-encryption key  

rkM→V  = ( rk1 , rk2). The Re-encryption Algorithm is 

responsible for creating the re-encrypted firmware 

update  𝐹𝜎𝑀→𝑉
 using the first-level ciphertext 

(signcrypted update)  𝐹𝜎𝑀→𝑈𝑐
 and the re-encryption key 

rkM→V = ( rk1 , rk2). 
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Figure 2. Process flow of proposed BC-SC-PRE-FOTA scheme 

 

The Unsigncryption Algorithm is designed to 

handle the received signcrypted firmware update 

 𝐹𝜎𝑀→𝑈𝑐
, the receiver's private key 𝑆𝑘𝑈𝑐, the public keys 

of the manufacturer and update center 𝑃𝑘𝑀  =

 (𝑃𝑘𝑀1 , 𝑃𝑘𝑀2 )  𝑃𝑘𝑈𝑐  =  (𝑃𝑘𝑈𝑐1 , 𝑃𝑘𝑈𝑐2 ) , respectively, 

and the identities of both the manufacturer and update 

center (IDM and IDUc).Its purpose is to generate the 

original firmware update, if the signcrypted update has 

not been tampered with. If the signcrypted update has 

been tampered with, the algorithm returns the symbol ⊥ 

(denoting an error or invalid output). 

The Decryption Algorithm is responsible for 

decrypting the signcrypted firmware update   𝐹𝜎𝑀→𝑉
 

using the secret key 𝑆𝑘𝑉 of the vehicle. Its purpose is to 
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output the original update 𝐹𝑈 or an error if the decryption 

process encounters any issues. 

 

5.1 Our Construction 

5.1.1 System Initilization Algorithm {℘ → 𝓟𝑷𝒖𝒃} 

The TTP carries out the step involving ℘ to 

produce the public system parameters (𝒫𝑃𝑢𝑏). Suppose 

we define the unidirectional hashing function as follows 

ℋ1: {0,1}∗ → Ƶ𝑝∗, ℋ2: {0,1}∗ →𝔾, and ℋ3: {0,1}∗ → {0,1}ℓ. 

The Third party randomly selects 𝜇 ∈𝑅 Ƶ𝑝∗ as the master 

secret key Msk. and compute the 𝑀𝑃𝑢𝑏 =  𝜇 ∗ g. The TTP 

publish the 𝒫𝑃𝑢𝑏  as {𝔾, 𝔾T, Ψ, ℓ ,𝑀𝑃𝑢𝑏 ,ℋ1, ℋ2, ℋ3, g}The 

Msk.,  𝜇 is kept secret, where ℓ is bit length of message. 

Key Extraction Algorithm {IDM → (𝑃𝑘𝑀 =

 (𝑃𝑘𝑀1 , 𝑃𝑘𝑀2 ),  𝑆𝑘𝑀 =  (𝑆𝑘𝑀1 , 𝑆𝑘𝑀2 ))} 

The manufacturer M with identity IDM randomly 

picks  𝑆𝑘𝑀2 = 𝜗𝑀 ∈𝑅 Ƶ𝑝∗ and computes the public key as 

𝑃𝐾𝑀1 =  𝜗𝑀 ∗ ℋ1(𝐼𝐷𝑀) 𝑎𝑛𝑑 𝑃𝐾𝑀2 =  𝜗𝑀 ∗ 𝑔 . Further the 

manufacturer sends its identity IDM to TTP, the TTP then 

computes 𝑆𝐾𝑀1 = 𝜇 ∗  ℋ1 (𝐼𝐷𝑀) and sends it to 

manufacturer M.  

Signcryption Algorithm {𝒫𝑃𝑢𝑏 , 𝐹𝑈, ID𝑀,

𝑆𝑘𝑀 , 𝑃𝑘𝑀 , 𝑃𝑘𝑈𝑐 →  𝐹𝜎𝑀→𝑈𝑐
} 

The user M with identity IDM performs the 

following steps and generates the signcrypted firmware 

update 𝐹𝜎𝑀→𝑈𝑐
. It computes 𝐹𝜎1

= 𝛼 ∗ ℋ1(𝐼𝐷𝑀)  whereas 

𝛼  is randomly selected from Ƶ𝑝∗ . Further it computes 

T=  𝜗𝑀 ∗ 𝑃𝑘𝑈𝑐2   and  U= Ψ (𝑆𝐾𝑀1 , 𝑃𝐾𝑈𝑐1 )
𝛼 . Further it 

computes 𝐹𝜎2
= 𝛽 ⊕  γ  𝑎𝑛𝑑 𝐹𝜎3

= 𝐹𝑈 ⊕ β , whereas 

𝛽 = ℋ2 (T, U) and 𝛾 =  ℋ2 (T, 

U,  𝐹𝜎1
, 𝑃𝐾𝑀2, IDUc ,𝑃𝐾𝑈𝑐1 , 𝑃𝐾𝑈𝑐2 ). Then it generates the 

key Ќ = ℋ3 ( 𝐹𝜎1
, 𝐹𝜎3

, 𝐹𝑈 ) and computes 𝐹𝜎4
= ( 𝛼 +

Ќ) 𝑆𝐾𝑀1 .  The signcrypted firmware update   𝐹𝜎𝑀→𝑈𝑐
= 

{𝐹𝜎1
, 𝐹𝜎2

, 𝐹𝜎3
𝐹𝜎4

}  is uploaded to the IPFS. 

Re-encryption Key Generation Algorithm  

{𝑆𝑘𝑈𝑐 , 𝑃𝐾𝑉 → rkM→V} 

The firmware update center with identity 𝐼𝐷𝑈𝑐  

will compute the re-encryption key rkM→V=( rk1, rk2). It 

first computes T= 𝜗𝑈𝑐 ∗ 𝑃𝑘𝑈𝑐2   and  U= Ψ (𝐹𝜎1
, 𝜗𝑈𝑐 ∗

𝑆𝐾𝑈𝑐1 ) . It then randomly choose 𝛼1 ∈𝑅 ℤ𝑝∗ , and 

computes the rk1= 𝛼1 ∗ ℋ1(𝐼𝐷𝑈𝑐). Further it computes 

𝛾 = ℋ2 (T, U,  𝐹𝜎1
, 𝑃𝐾𝑀2 , IDUc ,𝑃𝐾𝑈𝑐1 , 𝑃𝐾𝑈𝑐2 ), T1= 𝜗𝑈𝑐 ∗

𝑃𝐾𝑉2  and  U1= Ψ (𝑆𝐾𝑈𝑐1 , 𝑃𝐾𝑉1 )
𝛼1 . By using this T1 and 

U1, it further computes 𝛾̅ = ℋ3 ( 𝑇1 , 

𝑈1, 𝐹𝜎1
, rk1, 𝑃𝐾𝑉1, 𝑃𝐾𝑉2,IDM ). The second part of re-key is 

computed as rk2 = 𝛾 ⊕  𝛾̅. The Re-key is rkM→V = ( rk1 , 

rk2). Finally the update center send the re-key to the 

proxy for re-encryption. 

Re-encryption Algorithm { 𝐹𝜎𝑀→𝑈𝑐
=

 {𝐹𝜎1
, 𝐹𝜎2

, 𝐹𝜎3
𝐹𝜎4

}, rkM→V  →   𝐹𝜎𝑀→𝑉
 } 

After receiving the rkM→V  from the update 

center, the proxy server sends the request and receive 

the IPFS to get the first level signcrypted firmware 

update. The proxy then computes the re-encrpted 

firmware update  𝐹𝜎𝑀→𝑉
=  {𝐹𝜎1

, 𝐹𝜎2

′, 𝐹𝜎3
, 𝐹𝜎4,𝐹𝜎5

}, where as 

𝐹𝜎2

′ = 𝐹𝜎2
⊕ rk2 and 𝐹𝜎5

= ℋ1(𝐼𝐷𝑉) + rk1.  

Unsigncryption Algorithm 

{𝒫𝑃𝑢𝑏 , 𝐼𝐷𝑀,𝑃𝑘𝑀,  𝐹𝜎𝑀→𝑈𝑐
, 𝑆𝑘𝑈𝑐 , 𝑃𝑘𝑈𝑐 → 𝐹𝑈 𝑜𝑟 ⊥} 

The firmware update center with identity IDUc will 

download the signcrypted firmware update  𝐹𝜎𝑀→𝑈𝑐
 and 

perform the following operations to compute the original 

update 𝐹𝑈 . It first computes T= 𝜗𝑈𝑐 ∗ 𝑃𝐾𝑀2 , U= Ψ 

(𝐹𝜎1
, 𝜗𝑈𝑐 ∗ 𝑆𝐾𝑈𝑐1 )  and 𝛾 = ℋ2 (T, 

U, 𝐹𝜎1
, 𝑃𝐾𝑀2, IDUc ,𝑃𝐾𝑈𝑐1 , 𝑃𝐾𝑈𝑐2). Further it computes 𝛽 = 

ℋ2 (T, U) and verify that 𝛾 = 𝛽 + 𝐹𝜎2
 if it holds then 

proceed to next step and generate the original firmware 

update 𝐹𝑈 , else it returns  ⊥. If the previous condition 

holds, it computes 𝐹𝑈= 𝐹𝜎3
 ⊕ 𝛽 and Ќ = ℋ3 (𝐹𝜎1

, 𝐹𝜎3
, 𝐹𝑈) 

and verify if  Ψ (𝐹𝜎4
, g) = Ψ (𝐹𝜎1  + Ќ ℋ1(𝐼𝐷𝑀), 𝑀𝑃𝑢𝑏 ) 

holds…(1) 

Decryption Algorithm {𝒫𝑃𝑢𝑏, 𝐹𝜎𝑀→𝑉
, 𝑆𝑘𝑉 → 𝐹𝑈 } 

The update requestor vehicle with identity IDV 

after receiving the re-encrypted update  𝐹𝜎𝑀→𝑉
 from the 

proxy will calculate rk1= 𝐹𝜎5
- ℋ1(𝐼𝐷𝑉) , T1=𝜗𝑈𝑐 ∗ 𝑃𝐾𝑉2  

and  U1= Ψ (rk1, 𝜗𝑉 ∗ 𝑆𝑘𝑉1). Further it computes 𝛾̅ = ℋ3 

(𝑇1 , 𝑈1 ,  𝐹𝜎1
, rk1, 𝑃𝐾𝑉1, 𝑃𝐾𝑉2,IDM ) and 𝛽  = 𝐹𝜎2

′ ⊕ 𝛾̅ . The 

original firmware update can be computed as 𝐹𝑈
′ =  𝛽 ⊕

𝐹𝜎3
. For the verification of the computed firmware update, 

it further computes Ќ = ℋ3 (𝐹𝜎1
, 𝐹𝜎3

, 𝐹𝑈
′) and verify if  Ψ 

(𝐹𝜎4, g) = Ψ (𝐹𝜎1
 + Ќ ℋ1(𝐼𝐷𝑀), 𝑀𝑃𝑢𝑏) holds.   

 

5.2 Security Analysis 

5.2.1 Proposition  

The unsigncryptor ensures the correctness of 

the received signcrypted update. The unsigncryptor 

considers Ψ (𝐹𝜎4
, g) and Substitute 𝐹𝜎4

=(𝛼 + Ќ) 𝑆𝐾𝑀1 to 

get Ψ ( ( 𝛼 + Ќ) 𝑆𝐾𝑀1 , g ). Now substitute 𝑆𝐾𝑀1 = 𝜇 ∗

ℋ1(𝐼𝐷𝑀) to get Ψ ((𝛼 + Ќ) 𝜇 ∗ ℋ1(𝐼𝐷𝑀), g) = Ψ ((𝛼 +

Ќ) ℋ1(𝐼𝐷𝑀), 𝜇 ∗ g) = Ψ ((𝛼 + Ќ) ℋ1(𝐼𝐷𝑀), 𝑀𝑃𝑢𝑏 ) where 

as 𝑀𝑃𝑢𝑏  =  𝜇 ∗ g . Now  Ψ ( ( 𝛼 ∗  ℋ1(𝐼𝐷𝑀) + Ќ ∗

ℋ1(𝐼𝐷𝑀), 𝑀𝑃𝑢𝑏  ) = Ψ( 𝐹𝜎1
+  Ќ ∗ ℋ1(𝐼𝐷𝑀), 𝑀𝑃𝑢𝑏 ), (∵ 𝛼 ∗

 ℋ1(𝐼𝐷𝑀)= 𝐹𝜎1
). 

Hence Ψ (𝐹𝜎4
, g) = Ψ (𝐹𝜎1  + Ќ ℋ1(𝐼𝐷𝑀), 𝑀𝑃𝑢𝑏) 

is verified. The firmware update can now be computed 

as 𝐹𝑈= 𝐹𝜎3
 ⊕ 𝜷. 

 

5.2.2. Proposition  

Correctness for decryption of firmware update 

by the update center. The firmware update can be 

computed as 𝐹𝑈 = 𝐹𝜎3
 ⊕ 𝜷  since T=𝜗𝑈𝑐 ∗ 𝑃𝐾𝑀2 = 𝜗𝑈𝑐 ∗
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𝜗𝑀 ∗ 𝑔, and U= Ψ (𝐹𝜎1
, 𝜗𝑈𝑐 ∗ 𝑆𝐾𝑈𝑐1 ). Here we prove that 

U= Ψ (𝑆𝐾𝑀1 , 𝑃𝐾𝑈𝑐1 )
𝛼 

Let us consider U= Ψ (𝐹𝜎1
, 𝜗𝑈𝑐 ∗ 𝑆𝐾𝑈𝑐1 ) , 

𝑆𝑢𝑏𝑠𝑡𝑖𝑡𝑢𝑡𝑒 𝐹𝜎1
= 𝛼 ∗ ℋ1 (𝐼𝐷𝑀)  = Ψ (𝛼 ∗ ℋ1 (𝐼𝐷𝑀), 𝜗𝑈𝑐 ∗

𝑆𝐾𝑈𝑐1 ), 𝑆𝑢𝑏𝑠𝑡𝑖𝑡𝑢𝑡𝑒 𝑆𝐾𝑈𝑐1 = 𝜇 ∗  ℋ1(𝐼𝐷𝑈𝑐) 

= Ψ (𝛼 ∗ ℋ1(𝐼𝐷𝑀), 𝜗𝑈𝑐 ∗ 𝜇 ∗  ℋ1(𝐼𝐷𝑈𝑐)) = Ψ (𝜇 ∗

 ℋ1(𝐼𝐷𝑀), 𝜗𝑈𝑐 ∗   ℋ1(𝐼𝐷𝑈𝑐))𝛼, Substitute 𝜇 ∗  ℋ1(𝐼𝐷𝑀) =

𝑆𝐾𝑀1 and 𝜗𝑈𝑐 ∗   ℋ1(𝐼𝐷𝑈𝑐) = 𝑃𝐾𝑈𝑐1 = Ψ (𝑆𝐾𝑀1 , 𝑃𝐾𝑈𝑐1 )
𝛼 

= U, Hence proved 

 

5.2.3 Proposition 

Correctness of decryption of firmware update for 

vehicle V. 

The vehicle V can get a firmware update  𝐹𝑈
′ =

 𝛽 ⊕ 𝐹𝜎3
 since T1=𝜗𝑈𝑐 ∗ 𝑃𝐾𝑉2 , U1= Ψ (rk1, 𝜗𝑉 ∗ 𝑆𝑘𝑉1)and 

𝛽 = 𝐹𝜎2

′ ⊕ 𝛾̅.  We show that 𝛽 = 𝐹𝜎2

′ ⊕ 𝛾̅ because the 

correctness of  T1=𝜗𝑈𝑐 ∗ 𝑃𝐾𝑉2 , U1= Ψ (rk1, 𝜗𝑉 ∗ 𝑆𝑘𝑉1) is 

same as that of  T= 𝜗𝑈𝑐 ∗ 𝑃𝐾𝑀2  and U= Ψ (𝐹𝜎1
, 𝜗𝑈𝑐 ∗

𝑆𝐾𝑈𝑐1 ). 

𝛽  = 𝐹𝜎2

′ ⊕ 𝛾̅   , Substitute 𝐹𝜎2

′ = 𝐹𝜎2
⊕  rk2 and 

rk2 = 𝛾 ⊕  𝛾̅ = 𝐹𝜎2
⊕ rk2 ⊕ rk2 ⊕  𝛾  = 𝐹𝜎2

⊕  𝛾 

 

6. Simulation Study 

The AVISPA tool is used to simulate the ECC-

IBASC-MIoT scheme, utilizing HLPSL (High-Level 

Protocol Specification Language) to model security 

protocols. HLPSL, based on process algebraic notation, 

defines protocol roles and message exchanges [33-34]. 

AVISPA then generates attack scenarios and verifies 

security through model checking and simulations. 

Our setup runs SPAN (Security Protocol 

Animator) on Oracle VM VirtualBox [35]. AVISPA 

employs four verification back-ends: CL-AtSe, OFMC, 

TA4SP, and SATMC, with OFMC and CL-AtSe 

validating our scheme [36-37]. The Attack Validation and 

Demonstration Console simulates adversaries 

intercepting and replaying messages. If the protocol 

resists MITM and replay attacks, the system returns a 

"SAFE" status. Otherwise, OFMC provides an attack 

trace. CL-AtSe detects vulnerabilities faster due to its 

optimized computations. 

 

7. Experimental Evaluation 

7.1 Computation cost Analysis 

To evaluate the efficiency of our proposed BC-

SC-PRE-FOTA scheme, we compared its performance 

with existing signcryption and proxy re-encryption (PRE) 

schemes. The comparison focuses on three key 

cryptographic operations: pairing operations(𝓟), Scalar 

multiplication operation (ℳ) and, exponentiation 

operatio (𝓔). The results of this comparison are 

summarized in Table 2. The execution time for each 

cryptographic operation, as reported is as follows: 

 Pairing operation (𝓟): 3.1504 ms 

 Scalar multiplication (ℳ): 0.4623 ms 

 Exponentiation (𝓔): 1.6513 ms 

To assess computational efficiency, we apply a 

straightforward time estimation method. For instance, 

the scheme proposed by Chandrasekar S. [37] requires 

14P and 6M operations operations. Using the above 

execution times, the total computational cost for this 

scheme amounts to 46.879 ms. similarly, the 

computation time for each evaluated scheme is 

calculated and presented in Table 3. It is evident that our 

proposed BC-SC-PRE-FOTA scheme achieves superior 

performance compared to existing approaches.  

Figure 3. AVISPA output with OFMC and CL-AtSe backends 
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Table 2. Comparison of various Schemes Computation Operations 

Scheme Signcryption 
Proxy Key 

Generation 

Re-

encryption 
Unsigncryption Decryption Total 

Chandrasekar. 

S [37] 
1 𝓟 +4ℳ 1 𝓟 3 𝓟 5 𝓟+1ℳ 4 𝓟+1ℳ 14 𝓟+6ℳ 

Li. F [38] 1𝓟 +2ℳ +1𝓔 1ℳ 1ℳ 3 𝓟+1ℳ 4 𝓟+1ℳ 8𝓟+6M+1𝓔 

BC-SC-PRE-

FOTA 
1 𝓟 +3ℳ 2 𝓟+3ℳ 1 𝓟+1ℳ 1 𝓟+2ℳ 1 𝓟+2ℳ 6 𝓟+11ℳ 

 

Table 3. Computation cost comparison of various Schemes 

Scheme Signcryption 
Proxy Key 

Generation 

Re-

encryption 
Unsigncryption Decryption Total 

Chandrasekar. S 

[37] 
5.000 3.150 9.451 16.214 13.064 46.879 

Li. F [38] 5.726 0.462 0.462 9.914 13.064 29.628 

BC-SC-PRE-

FOTA 
4.537 7.688 3.613 4.075 4.075 23.988 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 4. Comparison of computation cost with proposed scheme 

A graphical representation of the computational 

cost, measured in milliseconds (ms) for each phase, is 

provided in Figure 4. As shown in Table 3 and Figure 4, 

the proposed BC-SC-PRE-FOTA scheme achieves the 

lowest total computational cost (23.988 ms), 

outperforming Chandrasekar et al. [37] by approximately 

48.8% and Li et al. [39] by 19.0%. This efficiency gain is 

primarily due to the reduced number of expensive 

pairing operations and the optimization of scalar 

multiplications. Unlike prior approaches that rely heavily 

on pairing operations in multiple phases, our design 

strategically shifts complexity to less costly operations 

(e.g., ℳ), which are faster and more scalable for 

resource-constrained environments such as FOTA 

updates in IoT systems. 

Moreover, the integration of signcryption and 

proxy re-encryption in our scheme reduces redundancy 

and ensures that cryptographic transformations are 

efficiently cascaded. This contributes to the lower 
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computational latency observed across all operational 

phases. 

 

7.2 Communication cost Analysis 

The additional number of bits sent along with the 

original message constitutes communication overhead. 

We carried out performance evaluation of the BC-SC-

PRE-FOTA scheme by assessing its communication 

overhead against the approaches presented by 

Chandrasekar S. [37] and Li F. [38]. We evaluated the 

parameters by using a 1024-bit sized bilinear pairing 

element (|₢|) along with 512-bit hashing and 100-bit 

message (|ℳ |) size. The communication cost of BC-SC-

PRE-FOTA amounts to 1 ℳ +1₢+2ℋ under the 

established assumptions. Data transmission efficiency 

of the proposed scheme shows significant enhancement 

in comparison to the solutions presented in [38, 39] 

(Tables 4). The visual illustration in Figure 5 shows this 

improvement. 

The communication overhead, summarized in 

Table 4, demonstrates that BC-SC-PRE-FOTA 

significantly reduces the number of bits transmitted, 

especially in the proxy signcryption phase. For instance, 

our scheme transmits only 2048 bits compared to 3272 

bits in [38] and 2148 bits in [39], representing a 37.4% 

and 4.6% reduction respectively. These improvements 

are crucial for bandwidth-limited or intermittently 

connected environments. 

The compactness of our cryptographic payload 

is achieved by minimizing the size and number of 

cryptographic elements, including ciphertext 

components and proxy keys. This design choice directly 

impacts communication efficiency and makes our 

scheme suitable for real-time or constrained 

deployments. Compared to recent works such as [40] 

which still incur higher overhead during delegation, BC-

SC-PRE-FOTA offers a more communication-efficient 

protocol while preserving security guarantees. 

 

8. Future Research Directions 

Future research and practical implementations 

of the BC-SC-PRE-FOTA scheme could explore several 

promising directions to further enhance its applicability 

and effectiveness. One key area is expanding scalability 

to support a wide variety of IoT devices with differing 

resource constraints. This could be achieved through 

hierarchical blockchain models or edge-based 

frameworks. Additionally, integrating quantum-safe 

cryptographic techniques, such as lattice-based 

cryptography, can ensure protection against potential 

threats from quantum computing advancements. 

Another significant aspect involves testing the scheme in 

real-world scenarios [40]. Deploying prototypes in 

operational vehicles will provide insights into its 

performance under dynamic conditions, including 

challenges related to latency and network disruptions.

 

Table 4. Communication Cost comparison 

Scheme Proxy 

Delegation 

Proxy 

Delegation 

(Bits) 

Proxy 

signcryption 

Proxy 

signcryption 

(Bits) 

Total 

Chandrasekar. S [37] 1 ℳ  +2₢ 2148 2 ℳ  +3₢ 3272 3 ℳ +5₢ 

Li. F [38] 1 ℳ+1G 1124 1 ℳ  +1₢+2ℋ 2148 4 ℳ +1₢+3ℋ 

BC-SC-PRE-FOTA 3 ℳ +1ℋ 812 1₢+2ℋ 2048 1ℳ +1₢+2ℋ 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 5. Comparison of communication cost with proposed scheme 
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Adapting the framework for cross-sector 

applications is another avenue for future research. 

Secure wireless updates could be applied to sectors like 

healthcare devices, industrial IoT systems, and smart 

city technologies. Incorporating artificial intelligence can 

further optimize the firmware update process, providing 

capabilities such as anomaly detection and efficient 

resource management. Additionally, improving energy 

efficiency will be essential for making updates feasible in 

devices with limited power supplies, particularly those 

operating in remote locations or using batteries. Through 

these advancements, the BC-SC-PRE-FOTA scheme 

can achieve greater scalability, adaptability, and 

security, significantly broadening its practical 

applications. 

 

9. Conclusion 

This study reveals crucial weaknesses in 

modern connected vehicles stemming from wireless 

firmware updates because they allow attackers to 

endanger both drivers' safety and passengers' safety. 

The combination of blockchain technology alongside 

signcryption and proxy re-encryption serves as a new 

method to create safe communication between vehicles 

and manufacturers while reducing security risks. Using 

IPFS technology allows firmware updates to reach 

authorized vehicles safely as it strengthens the entire 

update security framework. The proposed scheme 

strengthens both confidentiality and integrity levels in the 

firmware update procedure. Security practitioners 

performed thorough analysis which confirmed that 

cryptographic operations implemented in the scheme 

work correctly and provide effective security. A 

simulation analysis conducted with AVISPA confirmed 

the security and robustness of the proposed techniques 

through its implementation of OFMC and Cl-AtSe 

models. This research develops an effective solution to 

handle vehicle firmware update vulnerabilities by 

implementing security measures which protect both data 

integrity and confidentiality throughout the update 

procedure. The proposed scheme requires additional 

research to advance performance and extent its 

application but also needs examination of defensive 

measures against new security risks affecting connected 

vehicles and firmware updates. 
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