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Abstract: DDoS attacks are among the most dangerous dangers to the digital world, according to recent theoretical 

and empirical research. Over time, DDoS attack mitigation strategies have developed to guarantee security. In the 

past, several traditional techniques, including heuristics and signatures, were employed to detect DDoS attacks 

encoded with different characteristics. The advanced obfuscation strategies used by new generations of DDoS 

attackers were too formidable for detection tools designed for traditional DDoS attacks. Since DL-based systems 

beat traditional DDoS attack detection techniques in discovering novel DDoS attack variations, Deep Learning (DL) 

is being employed more and more in DDoS attacks. Additionally, DL-based methods offer quick DDoS attack 

prediction together with superior detection rates and DDoS attack analysis. Thus, this work is interested in examining 

recently suggested DL-based DDoS attack detection systems and their development. It provides a comprehensive 

examination of the most current advances in DL-based detection methods. This survey's main objective is to give 

readers a thorough grasp of the applications of DL for detection. The outcome of this review discusses various DL 

methods, their strengths and weaknesses, datasets, challenges of recent research work, and future enhancements 

of present works.  
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1. Introduction 

Computer networks are important for enabling 

collaboration, resource sharing, and communication 

between people and devices. Computer networks play a 

wide range of roles in contemporary computing and 

communication. Numerous industries, including 

banking, e-governments, business, education, and 

healthcare, are prime examples of our heavy reliance on 

the Internet [1]. A DDoS attack is a deliberate attempt to 

disrupt normal network, server, or service traffic by 

overloading the target's infrastructure or that of its 

surroundings with traffic. Usually, these attacks involve 

flooding the targeted system with pointless traffic until it 

stops responding [2]. It is more challenging to protect 

against due to the usage of several compromised 

devices to overwhelm the target with fake traffic. The 

main goal is to disrupt the normal operation of a network, 

service, or website. DDoS attacks have been carried out 

by attackers using a range of techniques [3].  

With advancements in detection and mitigation 

techniques, new attack types have emerged. These 

attacks can be categorized in a variety of ways, 

depending on factors like attack frequency and 

mechanism. Malicious traffic is sent to the target slowly 

in a low-rate DDoS attack [4]. This attack makes use of 

a weakness in TCP's congestion management system. 

Malicious communication is transmitted either steadily at 

a low pace, referred to as a "continuous attack," or often 

during brief intervals, known as a "pulsing attack. "Six If 

a DDoS attack makes up 15% to 25% of the target's 

background network traffic, or if its rate is less than 1000 

bps, it is deemed low-rate. On the other hand, high-rate 

attacks entail the attacker sending a large number of 

packets to the target in an attempt to jeopardize the 

availability of its services. Because of the massive 

amount of malicious traffic they create, these operations 

are frequently referred to as volumetric or flooding 

attacks [5]. The Figure 1 shows the framework of DDoS 

attack.  

Network topology-based DDoS detection 

techniques are divided into three main categories: 

source, destination, and network-based techniques. The 

destination-based methods are deployed within the 

attack's destination network near the target. The source-

based methods locate and function from the attack's 

point of origination near the attacker. Conversely, 

network-based techniques operate within the Internet's 

infrastructure, sitting in between the victim and the 

attacker [6].  

mailto:vidhyaphd.2022@gmail.com
https://doi.org/10.54392/irjmt25411
https://crossmark.crossref.org/dialog/?doi=10.54392/irjmt25411&domain=pdf&date_stamp=2025-07-18


Vol 7 Iss 4 Year 2025 G. Vidhya & M. Jagadheeswari /2025 

Int. Res. J. Multidiscip. Technovation, 7(4) (2025) 146-166 | 147 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 1. Framework of DDoS attack 

There are several methods available to prevent, 

detect, and reduce DDoS attacks. There are two main 

approaches to detection methods: signature-based and 

anomaly detection methods. Signature-based 

techniques are ineffective against new or zero-day 

attacks and can only identify known attacks for which the 

signature is already known. However, by recognizing the 

aberrant circumstances brought on by the attack, the 

anomaly detection approach can identify new and 

unknown attacks [7]. In the anomaly detection strategy, 

statistical techniques like entropy analysis and DL 

techniques are commonly used. Although protection 

systems are becoming more effective, attack tactics are 

also becoming more sophisticated, leaving a substantial 

research gap in countering DDoS attacks. As a result, 

new types of DDoS attacks can appear that are harder 

for current detection techniques to stop. For example, 

the largest DDoS attack to date is said to have occurred 

on GitHub in 2018. Millions of engineers use the network 

to write and discuss code, and the hack increased traffic 

to it dramatically. In 2020, New Zealand's Exchange was 

the subject of a volumetric DDoS attack that knocked it 

offline for a few days. A website that was used to plan 

pro-democracy demonstrations in Hong Kong was the 

subject of China's Great Cannon DDoS operation in 

2019, which caused traffic congestion on the website. 

According to the DDoS recent threat report 

2023- Q4 [8], network-layer DDoS attacks have surged 

by 117% over the year while DDoS activity targeting 

websites related to public relations, shipping, and retail 

has increased overall during and around Black Friday 

and the holiday season. Targeting traffic from DDoS 

attacks Despite the impending general election and 

rumored tensions with China, Taiwan saw a 3,370% 

increase in GDP compared to the previous year. As 

Israel and Hamas continued their military conflict, the 

percentage of DDoS attack traffic directed at Israeli 

websites increased by 27% and the percentage of DDoS 

attack traffic directed at Palestinian websites increased 

by 1,126% over the same period. Related to the previous 

year, the 28th United Nations Climate Change 

Conference saw a startling 61,839% increase in DDoS 

attack traffic directed at Environmental Services 

websites. Nearly 57,116 DDoS attacks were reported, 

per Kaspersky's quarterly report. According to 

Cloudflare, ransom DDoS attacks increased by 67% in 

2022. Globally, attacks between 100 Gbps and 400 

Gbps increased by 776% year over year between 2018 

and 2019, and by 2023, there will be twice as many 

DDoS attacks (2018) (7.9 million versus 15.4 million). 

Radware's 2024 Global Threat Analysis Report [8] states 

that DDoS attacks are moving and that hackers are 
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adapting their strategies to thwart mitigation measures: 

Following a 99% rise in 2022, the number of DDoS 

attacks per customer improved by 94% in 2023. In 2023, 

there were 48% more attacks than in 2022. In 2023, a 

150% rise in main attacks peaking above 500 Mbps, a 

177% increase in attacks topping between 100 and 250 

Mbps, and a 63% increase in attacks with traffic below 1 

GB. From 106 attacks per month or 3.48 attacks per day 

in 2021 to an average of 49 attacks per day in 2023, the 

number of attacks per client has improved.  

DDoS attacks are frequently employed in social 

movements by hacktivists, government-affiliated 

organizations, and hackers alike. DDoS attacks are a 

useful tool for drawing attention to a particular cause or 

group among the public [9]. Threat actor groups Armada 

Collective and Fancy Bear both threatened to use DDoS 

attacks against other companies in 2020 unless a Bitcoin 

ransom was paid [10, 11]. The efficacy of DL-based 

detection techniques for actual DDoS attacks is a crucial 

research topic. Traditional techniques including decision 

trees (DT), support vector machines (SVMs), and k-

nearest neighbors (KNNs) were frequently employed in 

the early stages (2014-2017) of DDoS attack detection. 

These techniques, however, necessitated a great deal of 

feature engineering. Later (2017-present), DL, which 

offers automated feature extraction, real-time 

investigation, and adaptive learning, has developed as a 

key tool in the detection of DDoS attacks. DL models can 

distinguish intricate patterns in network data and detect 

threats more precisely than typical ML techniques, which 

depend on manual feature engineering. However, the 

developed DL methods are very accurate in prepared 

datasets and simulated testbeds, their effectiveness 

may be hampered by the differences between lab 

testbed conditions and real-world situations. The 

literature that is now available still has several 

shortcomings despite the many studies that have been 

done on DDoS attacks and associated detection 

techniques:  

 Numerous research endeavors have 

concentrated on detecting DDoS attacks inside 

particular domains, so limiting their extent and 

efficacy. 

 Some research has overlooked the importance 

of providing significant datasets and their 

attributes that can be used to compare detection 

algorithms across different investigations. 

 Several research has not concentrated on this 

contemporary strategy due to the growing use of 

DL techniques in the DDoS detection space. 

 The ability of DL-based detection techniques to 

be systematically categorized makes it difficult 

for researchers to compare and assess various 

strategies. 

 Some research has not included illustrations of 

the most prevalent kinds of DDoS attacks, which 

makes it challenging for readers to comprehend 

the strategies used by attackers in these 

attacks. 

This work attempts to thoroughly examine DDoS 

attack detection methods and an emphasis on DL-based 

strategies, to overcome these shortcomings. We offer a 

thorough taxonomy of these techniques, allowing 

scholars to methodically categorize and assess various 

methodologies. Furthermore, we present noteworthy 

datasets together with their salient features, which will 

aid in the cross-validation of detection techniques. To aid 

readers in understanding the strategies used by 

attackers in these attacks, we present and illustrate the 

most common kinds of DDoS attacks. Because our study 

condenses DL-based DDoS detection techniques into a 

single publication, it offers a substantial theoretical 

contribution that will aid scholars in understanding the 

state of the field at this time. Additionally, we offer tables 

that allow for a useful comparison of the outcomes from 

the various DL techniques used in DDoS detection. We 

assist researchers in understanding the limitations of the 

current methodologies by talking about the flaws of the 

offered methods and the ongoing difficulties in DDoS 

detection. Lastly, to fill in the gaps and overcome the 

shortcomings in the current DDoS detection literature, 

we provide several recommendations for future 

research. Figure 2 shows the steps of DDoS attack 

detection framework. 

 

1.1 Types of DDoS Attacks  

The goal of a DDoS attack is to burden a target's 

server, network, or application with too much traffic, 

disrupting or stopping it from functioning. Based on their 

attack method and the network layer they target, DDoS 

attacks can be separated into three groups such as 

application layer, protocol, and volumetric attacks. 

Figure 3 shows the types DDoS attacks. Application 

layer is the attack targets layer 7, where webpages are 

built in response to requests from end users, under the 

OSI model. The process of producing a request by a 

client is not burdensome, and it may effortlessly 

generate several requests to the server. Conversely, the 

server must work very hard to fulfill requests as it must 

generate all of the pages, do any necessary calculations, 

and load the database's contents by the request [12]. 

Three types of major attacks come under the application 

layer such as HTTP Flood, slowloris, and zero-days 

attack. HTTP: It overloads web servers with a lot of 

HTTP requests to attack them. Attacks aim to eat up 

server resources, which causes the website to develop 

sluggish or broken for authorized users. Slowloris: Web 

servers are the target of the low-and-slow Slowloris 

DDoS attack and it preserves connections open for as 

long as possible.  
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Figure 2. Framework for DDoS attack detection using DL methods 

Figure 3. Types of attacks 

It doesn't need a lot of bandwidth as traditional 

volumetric attacks do; instead, it slowly reduces the 

server's resources until it is unable to process valid 

requirements [13]. Zero-days attack: it is a cyberattack 

that exploits an earlier unidentified vulnerability in 

software and hardware before the developer has had a 

chance to develop a patch. Since the susceptibility is not 

openly identified, there are no defenses accessible at 

the time of the attack, making it enormously dangerous 

[14]. Protocol attacks is called the state-exhaustion 

attacks and layers 3 and 4 of the protocol stacks are the 

main targets of these attacks. Resources are used up by 

these kinds of attacks. SYN flood, ping of death, smurf 

attack, and fragment packet are examples of protocol 
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attacks. An SYN Flood attack exploits the TCP 

handshake process to overload a target’s server with 

half-open connections. This prevents legitimate users 

from establishing connections, leading to service 

disruption. Ping of Death takes advantage of how some 

systems respond to large ICMP messages. An attacker 

may cause vulnerable systems to crash, freeze, or 

reboot by sending ping packets that are distorted or 

excessively large. Smurf Attack uses ICMP requests to 

flood a network by tricking it into responding to the target 

[15]. The Volumetric attack’s goal is to impede user 

access to the network by filling it with traffic and 

overloading it through botnets or amplification. They may 

be easily produced by sending a large volume of traffic 

to the intended server. UDP Flood is sends a huge 

amount of UDP packets to random ports, killing 

bandwidth and system resources. ICMP (Ping) Flood is 

an overload the target with ICMP Echo Request (ping) 

packets [16]. SYN Flood exploits the TCP handshake by 

sending numerous SYN requests but never completing 

the handshake. A DDoS attack known as a "spoof 

packet flood" occurs when an attacker conveys a large 

volume of packets with spoofed source IP addresses. 

This causes the target's network to become overloaded, 

which results in DoS and makes it challenging to identify 

the attacker. 

 

1.2 Searching strategy 

Forming an appropriate search strategy is the 

first step in starting a systematic survey. Any research 

project must begin with a well-thought-out search 

strategy. To find the relevant literature, a suitable 

selection of databases has been chosen. The search 

was conducted in two stages for the current study, from 

2018 to 2023. Four digital libraries were used in Phase 

1 of the search: the ACM Digital Library, IEEE Explore, 

Springer, and Science Direct; Phase 2 of the search also 

included the academic search engine Google Scholar. 

The inclusion of Google Scholar has made it possible to 

avoid overlooking any pertinent material. Pilot research 

was also conducted to improve the search string. The 

best articles have been chosen from a list of previously 

gathered.  

Articles that were stored in the database 

throughout the trial project. One such search phrase that 

was applied sparingly to several digital libraries is: 

“DDoS attack detection + Computer networks + Deep 

learning techniques”. We primarily composed more than 

140 research papers related to DDoS attack detection. 

Out of these, 27 papers were omitted as they were 

survey or review articles, and another 66 papers were 

removed for focusing primarily on traditional machine 

learning methods rather than deep learning approaches. 

After this filtering process, a total of 47 relevant papers 

were selected for detailed comparison and analysis. The 

present paper reviewed the DDoS attack detection 

system based on DL techniques in this study and offered 

the following conclusions. 

 A thorough analysis of the traditional 

shortcomings and advantages of DDoS 

detection methods 

 A thorough analysis of the DL methodology for 

several DDoS attack detection methods 

 An analysis of current DDoS attacks on 

computer networks 

 

2. Deep Learning approaches  

The research community has focused especially 

on using cutting-edge DL models for identifying DDoS 

traffic as a result of the difficulties mentioned above [17]. 

DL offers a variety of cutting-edge tools and methods to 

anticipate cyberattacks quickly and automatically. The 

quantity of data that traditional DL approaches can 

manage, however, is one of their main drawbacks. DL, 

in comparison, can process and identify patterns from 

enormous amounts of data. DDoS attacks based on DL 

have shown to be quite successful and efficient in 

spotting anomalies in network traffic. DL is an artificial 

intelligence subset of DL that can learn from both 

supervised and unstructured data [18]. DL is also known 

as deep neural network (DNN) as it makes use of 

multilayer networks. Neurons connect the layers, 

symbolizing the learning processes mathematical. DL 

algorithms take as input the preprocessed data, perform 

feature extraction and classification, and as an output, 

classify the samples as benign or malignant. DL has 

three types of learning methods such as supervised, 

semi-supervised, and hybrid methods. Figure 4 

represent overview of the DL methods for DDoS attack 

detection.  

 

2.1 Supervised Method  

The capacity of supervised deep learning 

models to learn from vast quantities of labeled traffic 

data makes them effective tools for identifying DDoS 

attacks. Depending on the traffic and attack patterns, 

different techniques—such as DNNs, CNNs, LSTMs, 

and hybrid models—offer varying benefits [19]. Real-

time performance and generalization to novel attacks, 

however, are still being researched and improved [20]. 

Several fully connected layers that learn abstract 

representations from input information make up a DNN 

in most cases [21]. CNNs can be utilized for DDoS 

detection by treating network traffic data as a 2D matrix, 

even though they are best known for image classification 

[22]. Analysis of sequential data is a strong suit for 

RNNs, particularly LSTMs. The time-dependent nature 

of network traffic makes these models appropriate for 

identifying trends in traffic flows across time [23]. LSTM 

and CNN models are sometimes used by academics to 

extract both temporal and spatial information from traffic 
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data. When dealing with complicated assault detection 

circumstances, hybrid techniques typically produce 

superior results. The effectiveness of GRU (Gated 

Recurrent Unit) at handling sequential data makes it a 

potent tool for DDoS attack detection. GRU networks 

can recognize the temporal patterns in network data that 

DDoS attacks frequently display to differentiate between 

benign and malevolent activities [24, 25]. 

 Deep neural networks (DNN): An artificial 

neural network having more than two hidden 

layers between the input and output layers is 

called a DNN. Feedforward neural networks 

without feedback links are combined to create 

the DNN model. The input, output, and hidden 

layers—which may consist of multiple layers—

are the primary parts of the FNN. Each layer 

comprises units with weights. The activation 

procedures of the units originating from the 

preceding layer are made by these units [26]. 

 CNN : Convolutional, pooling, flattening, and FC 

layers make up the CNN. The primary building 

block of CNN is the convolutional layer. By put 

on the filters to the input, the convolution layer 

carries out the mathematical operation and 

creates a feature map or convoluted feature. 

The input's height, breadth, and depth are all 

affected by the filters' moving window 

application. The convolution layer was followed 

by the pooling layer. By selecting the highest or 

least value from a specified region, feature 

maps' dimensionality can be decreased. The 

multidimensional data in the pooling layer is 

converted to a 1-D vector by the flattening layer 

before being fed into an FC layer. The FC layer 

classifies the data according to the likelihood of 

each class label. 

 Recurrent neural network: RNN can anticipate 

the next word in a phrase by keeping the 

previous information because it receives the 

output from the previous phase in addition to the 

current input. However, the drawbacks of RNN 

include the inability to analyze lengthy 

sequential input and gradient disappearing and 

exploding issues. 

 The LSTM is the solution to the RNN problem 

and made up of various memory cells or blocks. 

The following cell obtains the two states—the 

hidden state and the cell state. The three 

processes known as gates—forget, input, and 

output gates—allow the memory blocks to 

choose which information to retain or discard. 

The information that is no longer required for the 

LSTM is uninvolved from the cell state by a 

forget gate. The output gate is in charge of 

extracting significant information from the 

current cell state and treating it as an output, 

whereas the input gate adds the information to 

the cell state. 

 The GRU associations with the input and forget 

gates into an update gate consolidated the 

hidden and cell states, and made a few other 

adjustments. 

 

2.2 Unsupervised Method  

Since unsupervised deep learning techniques 

do not require labeled data—which is frequently hard to 

come by or might not cover all possible attack 

variations—they are becoming more and more popular 

for DDoS attack detection [27]. These techniques 

concentrate on finding unusual network traffic patterns 

that differ from typical behavior and may be signs of a 

DDoS attack. GANs are an effective method for 

identifying anomalies. When it comes to DDoS 

detection, the discriminator in a GAN seeks to discern 

between created traffic and genuine (regular) traffic, 

while the generator aims to create samples of normal 

traffic. The discriminator may recognize traffic that 

deviates from typical patterns once the GAN has been 

trained [28]. A VAE is a generative method that 

restructures input data equally to a conventional AE. 

However, it integrates a probabilistic element, which 

permits the model to better generalize to unseen traffic 

patterns and capture uncertainty [29]. SOMs can be 

used to group associated traffic patterns collected and 

spot anomalies that don't belong in any of the recognized 

clusters [30]. A Deep Belief Network (DBN) can also be 

used to distinguish DDoS attacks by using its capacity to 

complex data distributions and learn features without 

supervision. DBNs are a kind of GANs that can learn 

hierarchical illustrations from data. Network traffic 

samples can be captured by DBNs, which can then 

recognize anomalies that are suggestive of DDoS 

attacks. The use of Restricted Boltzmann Machines 

(RBMs) for DDoS attack finding makes use of their 

capacity to extract data from network traffic samples and 

simulate complicated probability distributions. RBMs, or 

GANs, are helpful for both supervised classification 

tasks in DDoS detection [31].  

 Autoencoder: AE is employed for extracting 

optimal features and dimensionality reduction. 

An AE consists of input and output layers in 

addition to the hidden layer and uses back-

propagation to train both the encoder and the 

decoder concurrently. The inputs are converted 

into low-dimensional by the encoder which 

extracts the raw features. Then, the decoder 

uses the low-dimensional notion to collect the 

original features. 

 

2.3 Hybrid Method  

DL models are combined in a hybrid DL 

approach for DDoS attack detection to increase 
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detection accuracy, robustness, and generalization. The 

goal of hybrid models is to overcome the drawbacks of 

utilizing a single model by utilizing the advantages of 

several approaches. When it comes to detecting DDoS 

attacks, hybrid approaches can perform better in 

identifying intricate attack patterns, managing massive 

network traffic, and reducing false positives and 

negatives. In addition to integrating various DL 

architectures like CNNs, RNNs, or autoencoders, these 

approaches frequently blend supervised and 

unsupervised learning approaches. Researchers 

occasionally use CNN and LSTM models in tandem to 

extract temporal and geographical information from 

traffic data. Hybrid methods typically perform better in 

instances involving complicated attack detection [32] 

such as deep belief networks with GRU (DBN-GRU) 

[33], DBN-LSTM [34], and AE-MLP [35].  

3. DDoS Detection Methods Based on DL 

Research has been done on how to identify, 

prevent, and mitigate DDoS attacks. These surveys 

range from full narrative studies covering various attack 

kinds, obstacles, and countermeasure strategies to 

papers that concentrate on certain parts of the issue. 

This section offers a review of the literature on these 

works, evaluating and comparing their contributions to 

the current survey [36]. The use of DL as an anomaly 

detection technique to differentiate between benign and 

hostile traffic is a current research topic with promising 

results. One approach is to use a physical network as a 

testbed, where the victim and the attacking computers 

are present and multiple attacks are conducted in an 

orchestrated fashion. The produced traffic records can 

be used to train supervised learning algorithms that 

distinguish between benign and malicious traffic.

 

 

Figure 4. Overview of DL methods 
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Alternatively, unsupervised learning algorithms 

that differentiate between valid and malicious 

communication based on behavioral and feature 

qualities can be used to cluster real-time incoming traffic. 

Both approaches depict the traffic packets using crucial 

parameters like packet size, protocol, and packet 

interval [37].  

Key concepts and findings will be further 

discussed in this paper in the section that follows. Along 

with some recent research initiatives, it will also cover all 

of the categories of DL-based detection algorithms that 

have been discussed. A tabulation of all the suggested 

DL-based detection techniques that have been studied 

is also provided in Table 1.  

Mittal et al. (2023) [38] created a DL-2P-

DDoSADF-based, two-phase DL-based detection 

system. The autoencoder (AE) was trained using 

genuine traffic, and the threshold value was adjusted 

using the reconstruction error (RE). Test data containing 

attack and legitimate traffic has been used to validate the 

efficacy of the proposed approach. The first stage is to 

let projected valid traffic pass across the network using 

a trained AE model. However, the expected attack traffic 

proceeds to the second stage to be identified as the 

specific type of attack that it is.  

Ortega-Fernandez et al. (2023) [39] suggested 

an NIDS design with the benefit of not requiring prior 

information on the network topology. The architecture is 

built on a deep AE (DAE) trained on network flow data. 

According to experimental data, in an unsupervised 

learning context, the suggested model can identify 

abnormalities brought on by DDoS attacks with a high 

detection rate and few false alarms. Moreover, following 

an attack, the DAE model can identify unusual activity in 

devices that are not compromised. Also illustrated the 

applicability of the suggested NIDS in an actual industrial 

plant in the food industry by examining the false positive 

rate and the feasibility of the data collection, filtering, and 

preprocessing process for a situation that would occur in 

almost real-time. 

Benmohamed et al. (2023) [40] developed a 

half-AE-Stacked DNN (HAE-SDNN) for DDoS attack 

detection. HAE enables feature selection from a pre-

processed sample, creating a final collection of 

important features. The DNNs that are loaded together 

are then trained using these features, and their outputs 

are joined via the Softmax layer. The outcomes show 

that the new approach reached a 99.95% accuracy rate. 

The HAE-SDNN model proceeded better than previous 

approaches, indicating its supremacy in exactly 

classifying attacks. Mousa (2023) [41] presented a 

hybrid DL for DDoS detection and checkpoint network 

failure tolerance. The findings prove that the proposed 

method performs remarkably well, attaining 99.99% and 

99.92% for both training and validation.  

Benmohamed et al. (2024) [42] propose a novel 

DDoS attack detection method using Encoder-Stacked 

DNN (E-SDNN) for accurately detecting DDoS attacks. 

The suggested encoder picks relevant features from a 

pre-processed dataset to permit correct attack detection. 

The experimental results illustrate how much better the 

E-SDNN method is than the most cutting-edge methods. 

Batchu et al. (2023) [43] established a two-stage hybrid 

method for detecting DDoS. The Deep Sparse AE 

(DSAE) first retrieves the features using Elastic Net 

regularization. Moreover, numerous learning methods 

are adjusted to classify attacks according to the feature 

sets that are mined.  

Balasubramaniam et al. (2023) [44] suggested a 

Gradient hybrid leader optimization (GHLBO) for 

detecting DDoS attacks. It is tuned to train a DSAE that 

can identify the attack effectively. In this instance, the 

oversampling procedure augments the data while the 

deep max-out network (DMN) with an overlap coefficient 

fuses the features. Additionally, merging the hybrid LBO 

(HLBO) and gradient descent algorithms yields the 

suggested GHLBO. The true positive rate (TPR) (0.909), 

true negative rate (TNR) (0.909), and accuracy (0.917) 

are three more performance metrics that are used to 

evaluate this suggested procedure. Akana et al. (2023) 

[45] recommended there DL -based models that are 

combined in a hybrid technique termed DFNN-SAE-

DCGAN for DDoS attack detection. Without the need for 

human intervention, the Deep Feed-Forward Neural 

Network (DFNN) and SAE provide an effective way to 

extract features that find the most relevant feature sets. 

The DCGAN component uses the restricted and 

minimized characteristic sets produced by the DFNN-

SAE as inputs to classify the attacks into different DDoS 

attack types to avoid the operational overhead and 

assumptions associated with processing massive sets of 

features with distortion and redundant characteristic 

values. The experimental findings exhibit an F1-score of 

98.5%, greater than the performance of other 

techniques, and a very high and robust accuracy rate.  

Kandiero et al. (2023) [46] presented the VAE-

DNN classifier, a variational AE (VAE) based DNN that 

does not require feature engineering and can be trained 

on an unbalanced dataset. A variational AE is a kind of 

DNN that replicates how the DDoS and benign classes 

were created by learning the underlying distribution of 

computer network flows. A VAE model learns how to 

distinguish between classes because it discovers the 

distribution of those classes within the sample. Scaling 

to any size of data is possible with the variational auto-

encoder-based classifier. Classifying the flows in the 

latent representation of network traffic involves applying 

the decision boundaries of a DNN, QDA, and LDA. 

Among the three classifiers, the DNN has the best recall 

and precision. Shrivastav et al. (2023) [47] suggested a 

Double AE model auto-encoder-based method for DDoS 

detection that combines the strengths of supervised and 

unsupervised learning. It can differentiate between 
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DDoS and normal traffic using the reconstructed error 

values. Additionally, the suggested technique exhibits 

good generalization across various datasets, indicating 

its potential for practical use. Hossain et al. (2023) [48] 

developed a new detection technique for attacks based 

on ensembles. Principal component analysis (PCA), 

mutual information (MI), and correlation analysis are 

used to regulate which features are most applicable for 

DDoS. The detection technique using numerous 

ensemble methods establishes that the suggested 

approach based on the RF outperforms existing 

methods. To improve the effectiveness of network IDS a 

DNN with independent feature extraction and DL was 

built for DDoS attack detection.  

Hu et al. (2020) [49] developed an innovative 

method of attack detection using an improved CNN and 

adaptive synthetic sampling called ADASYN. The 

ADASYN method is used to first stabilize the sample 

movement, which successfully prevents the method 

from being overly sensitive to large examples and 

undervaluing small ones. Secondly, the progressed 

CNN may expand feature diversity and diminish the 

influence of data redundancy thanks to the split difficulty 

component (SPCCN). An AS-CNN model with ADASYN 

and SPC-CNN is employed for DDoS attack detection. 

Doriguzzi-Corin et al. (2020) [50] suggested a 

lightweight DDoS detection method based on the 

features of CNNs called LUCID. The use of a CNN to 

distinguish DDoS traffic with minimal computing time, 

the preprocessing of the dataset to produce traffic 

explanations for online attack detection, and the 

activation analysis to clarify DDoS attacks Catak et al. 

(2019) [51] developed AE-based DL methods to classify 

network traffic. To improve the classification 

performance, a DNN-based method has been used. The 

objective is to exactly classify malicious network traffic 

from packets by using a hybrid approach. The AE layer 

takes up the illustration of the network flows. The second 

layer's sDNN explorations for certain types of unsafe 

behavior. 

Thangasamy et al. (2023) [52] established new 

detection techniques using a hybrid LSTM based on 

DBN for feature extraction. The Hybrid LSTM reduces 

prediction error by combining the PSO with LSTM. The 

DBN technique detects DDoS attacks by extracting IP 

packet properties. It also notices anomalies brought on 

by DDoS attacks and anticipates network traffic with 

accuracy. A new and enhanced LSTM (ILSTM) was 

proposed by Awad et al. (2023) for IDS [53]. To improve 

the LSTM approaches’ precision, the PSO and chaotic 

butterfly optimization algorithm (CBOA) were hybrid to 

make an efficient ILSTM. Next, an effective IDS 

detection method was constructed using the ILSTM. The 

hybrid swarm algorithms, PSO and CBOA, to adjust the 

LSTM weights to enhance accuracy. Nine performance 

metrics were used to measure the efficiency of the 

ILSTM. The ILSTM obtained 93.09 % of accuracy and a 

96.86 % of precision. Laghrissi et al. (2021) [54] 

considered a DL method to detect attacks based on 

LSTM. The optimal features are selected by PCA and 

MI. The experimental results demonstrate that for both 

training and testing in classification, PCA-based 

methods accomplish the highest levels of accuracy.  

Sumathi et al. (2022) [55] employed a gradient 

descent learning rule-based DL approach based on 

LSTM, AE, and DE. The network parameters, including 

weight and bias are optimized by using a hybrid method 

based on Harris Hawks optimization (HHO) and PSO. 

The results exposed that the proposed LSTM achieved 

better than all other methods. Alom et al. (2017) [56] 

developed an AE and RBM-based DDoS attack 

detection method. The inputs are arithmetically encoded 

then AE and RBM are used for reducing the dimensional 

and feature extraction. The methods produced detection 

correctness values of almost 91.86% and 92.12%, 

correspondingly. Vinayakumar et al. (2019) [57] 

proposed an efficient detection method based on DNN 

to identify unpredictable cyberattacks. By feeding the 

data into many hidden layers, their DNN can learn the 

intellectual and high-dimensional feature illustration of 

the data. It has been recognized through extensive 

investigational testing that DNNs outperform 

conventional classifiers. An extremely scalable hybrid 

DNN that can be used to efficiently monitor host-level 

activities and network traffic in real-time, to anticipate 

and warn in contradiction of upcoming cyber-attacks. Su 

et al. (2020) [58] developed a BAT-based traffic anomaly 

recognition method using a combination of Bi-LSTM and 

the attention mechanism (AM). Using AM, the network 

traffic data made up of packets perverse by the BLSTM 

is separated to extract the important features to classify 

network traffic. Furthermore, numerous convolutional 

layers were used to extract the regional features from 

the traffic data. The BAT is mentioned to as BAT-MC 

since numerous convolutional layers are working to 

process traffic samples. Network traffic is categorized 

using the softmax method. The proposed end-to-end 

approaches can repeatedly recognize the salient 

features and do not need any knowledge of feature 

engineering. It can significantly improve anomaly 

detection competencies and offer a clear explanation of 

network traffic behavior. The experimental results 

demonstrate that it performs better than other 

comparison methods. Akgun et al. (2022) [59] developed 

a detection method that uses a DL method to detect 

attack and info gain attribute evaluation (IGAE) for 

preprocessing. Better appreciation performance was 

thus reached for the testing and training valuations.  

Shende et al. (2020) [60] developed an attack 

detection method based on LSTM to perform. This 

technique is used to categorize data into binary and 

multiclass classes. It offers an accuracy of 99.2% for 

binary and 96.9% for multiclass classification. Y. Imrana 

et al. (2021) [61] established a new detection method 

based on BiDLSTM was suggested. Moreover, the 

BiDLSTM method outperforms the LSTM in terms of 
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detection accuracy. Halbouni et al. (2022) [62] utilized 

the capacity of the LSTM to extract temporal features 

and the CNN to extract spatial characteristics to build a 

hybrid IDS model. Added dropout layers and batch 

normalization to the model to improve its efficiency. 

Pooja et al. (2021) [63] used the DL technique based on 

Bi-LSTM. The proposed method produced excellent 

results with 99% accuracy using the Bi-directional LSTM 

model. By changing the network's activation functions, 

the work was done again. Softmax and relu produced 

outstanding results for both datasets, averaging 99.5% 

accuracy. The outcomes were contrasted with the most 

recent techniques. We can infer from the comparison 

that BiLSTM outperforms other relevant efforts in the 

literature. 

Gwon et al. (2019) [64] provide LSTM network-

based models for IDS that use sequential information 

and embedding technique-based models that use 

categorical information. LSTM has used UNSW-NB15, a 

large-scale network traffic dataset, to test the models. 

The experiment results, which show a 99.72% binary 

classification accuracy, validate that the suggested 

strategy improves performance. Khan et al. (2019) [65] 

suggest a scalable and hybrid IDS based on Spark DL 

and the LSTM network. This is a two-stage ID system 

using the Spark DL-based anomaly detection module in 

the first stage. Based on the Conv-LSTM network, the 

second stage serves as a misappropriation detection 

module that addresses latent threat signatures that are 

both local and global. Our hybrid IDS beats state-of-the-

art methods in 10-fold cross-validation testing and can 

accurately identify network misuses in 97.29% of cases, 

according to evaluations of different baseline models. 

Assy et al. (2023) [66] proposed a new one-dimensional 

CNN-based IDS model is put forth that has a 93.2% 

accuracy rate and a 93.1% F1 score for detecting 

anomalies. To train this model, the entire NSL-KDD 

benchmark dataset was utilized. The comparative 

analysis of the obtained findings using DL techniques 

such as CNN, LSTM, RNN, and others is then used to 

illustrate the advantage of the proposed model over 

existing models in the literature. 

Elmasry et al. (2020) [67] suggested a twofold 

PSO-based approach that allows for the simultaneous 

selection of the feature subset and hyperparameters. 

During the pre-training stage, the previously mentioned 

algorithm is utilized to automatically choose the model's 

hyperparameters and optimum features. To explore the 

variations in performance, we employed three DL 

models: Deep DNN, LSTM, and DBN. Based on the 

equivalent values of the same models without pre-

training on the same dataset, experimental results 

demonstrate a considerable increase in network 

intrusion detection when utilizing this strategy, improving 

DR by 4% to 6% and reducing FAR by 1% to 5%. Zhang 

et al. (2022) [68] developed a new network IDS based 

on AE and LSTM. To map high-dimensional data to low-

dimensional space, multiple AE networks are 

superimposed to create an AE. Then, to extract features, 

train data, and forecast the types of intrusion detection, 

the LSTM optimized the cell structure. The experimental 

outcomes prove a 2% average improvement in network 

IDS accuracy and a decrease in FAR when compared to 

multiple classical methods. 

Kasongo (2023) [69] developed a new DL 

technique used to create an IDS framework which 

makes use of three different RNN methods such as 

Simple RNN, LSTM, and GRU. The significance of 

features was calculated using an XGBoost approach. 

Kumar et al. (2024) [70] proposed a new detection 

method based on Deep Residual CNN (DCRNN) which 

is optimized by Improved Gazelle Optimization Algorithm 

(IGOA. The Binary Grasshopper Optimization Algorithm 

(NBGOA) is used to choose optimal features. The results 

show how precisely and proficiently the proposed 

technique detects different of attacks. Khan et al. (2019) 

[71] recommend a CNN-based IDS method based on 

optimal features. To efficiently categorize intrusion 

samples, the model can automatically extract the real 

features. Experimental results prove that the developed 

method can meaningfully increase detection accuracy. 

Abusitta et al. (2019) [72] developed a cooperative IDS 

based on DL that efficiently uses past feedback data to 

allow proactive decision-making. To be more precise, 

the suggested model is built on a Denoising AE (DAE), 

which is an important component of a DNN. The ability 

of DAE to reconstruct traffic data feedback from 

imperfect feedback is what gives it its control. This allows 

us to choose on suspicious intrusions proactively even 

when the IDSs do not deliver us with all of their data 

sample. TensorFlow with GPU support was used to 

develop the proposed model, and a real-world dataset 

was used for assessment. According to experimental 

outcomes, the approach can attain up to 95% detection 

accuracy. 

Al et al. (2021) [73] proposed a new 

classification-based IDS method using hybrid CNN and 

LSTM. Furthermore, data imbalance was achieved 

based on the Synthetic Minority Oversampling 

Technique (SMOTE) and Tomek-Links sampling 

methods known as STL to reduce the effect of data 

imbalance on system performance. De Carvalho Bertoli 

et al. (2023) [74] a new IDS to generalize on a cross-silo 

setup for a flow based on stacked-unsupervised 

federated learning (FL). In an ensemble learning 

challenge, a deep AE and an energy flow classifier are 

part of the suggested strategy that has been studied. 

This method outperforms naive cross-evaluation and 

conventional local learning. Surprisingly, the suggested 

method performs admirably when it comes to non-IID 

data silos. It is suggested that the FL-based NIDS 

produces a workable method for generalization across 

heterogeneous networks when combined with an 

instructive feature.  
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Ieracitano et al. (2020) introduce an intelligent 

IDS driven by AE and statistical analysis. In particular, 

the suggested IDS extracts optimized and more 

associated features by combining statistical methods, 

data analytics, and recent developments in DL theory. 

According to experimental data, the developed IDS 

outperforms deep and standard shallow DL as well as 

recently suggested state-of-the-art methods [75]. Lopes 

et al. (2023) [76] create, apply, and evaluate the 

classification performance of four temporal-based 

convolutional models for NIDs. Using the test dataset, all 

models have produced excellent evaluation 

performances, falling between 98.07% and 99.99% for 

the majority of the measures taken into consideration. 

The models with the greatest evaluation scores in terms 

of effectiveness measures were MiniRocket and OS-

CNN. The positive evaluation outcomes imply that they 

can raise the efficacy of methods for defining network 

intrusion detection as a time series task. Pingale et al. 

(2022) [77] created a powerful hybrid deep model for 

intrusion detection called the Remora Whale 

Optimization (RWO) based Hybrid deep model. Here, 

preprocessing is done on the incoming data before data 

transformation is carried out. Effective CNN features are 

extracted from the changed data, and feature conversion 

is done to turn the features into vector form. Additionally, 

the RV-coefficient is utilized to carry out the feature 

selection process, and in the end, the Hybrid Deep 

Model—which combines the Deep Maxout Network and 

AE—effectively detects network intrusions.  

Thakkar et al. (2023) [78] focus on improving the 

DNN-based IDS's performance by introducing a novel 

feature selection method that uses Standard Deviation 

and Difference of Mean and Median to fuse statistically 

significant features. Performance comparison is given in 

terms of execution time in addition to evaluation 

indicators. Additionally, the Wilcoxon Signed Rank test 

is used to statistically test the results obtained. 

Alsirhaniet et al. (2023) [79] suggest a novel IDS for 

intelligent grids that combines feature-based and DL-

based methods. The dataset is pre-processed for this 

purpose, and min-max normalization is used to do this. 

Next, features are retrieved, such as data percentiles, 

correlation coefficient, and information gain, mean, 

median, mode, standard deviation, and autoregressive 

data. After that, feature selection is arranged by the 

African Vulture Optimization Algorithm. Lastly, a DBN-

LSTM classification algorithm is used to distinguish 

between attack and normal packets. When compared to 

other current strategies, the new method performs 

better. Therefore, the results show that the AVOA-DBN-

LSTM technique has a good chance of detecting cyber 

security intrusions. Lan et al. (2022) [80] suggest 

MEMBER, a multi-task learning model with hybrid deep 

features, as a solution to the problems outlined above. 

Based on a CNN with integrated spatial and channel 

attention mechanisms, MEMBER creatively adds two 

auxiliary tasks (a distance-based prototype network and 

an AE enhanced with a memory module) to expand the 

model's capability to simplify and mitigate the 

performance degradation experienced in unbalanced 

network environments. Our suggested MEMBER is 

superior and resilient, as shown by extensive 

experimentation on many benchmark datasets.  

Ayo et al. (2023) [81] created a rule-based 

hybrid feature selection-optimized DL model-based 

network IDS. The three stages of the architecture are 

detection, rule evaluation, and hybrid feature selection. 

The suggested method beats related methods with lower 

false alarm rates, higher accuracy rates, and shorter 

training and testing times of 1.2%, 98.8%, 7.17s, and 

3.11s, respectively, according to the results of the 

performance comparison. Ultimately, the suggested 

approach is appropriate for attack classification in NIDS, 

as demonstrated by the simulation experiments 

conducted using conventional assessment criteria. Li et 

al. (2024) [82] suggested a novel IDS built on a GAN and 

VAE. To balance the initial training dataset, the VAE-

WGAN model was first introduced. This model combines 

the benefits of VAE and GAN and allows for the 

generation of data with predetermined labels. A hybrid 

neural network model based on stacked LSTM and 

Multi-Scale MSCNN was employed in the intrusion 

detection phase. Network attack detection rates can be 

raised by using feature fusion after stacked LSTM and 

MSCNN networks can extract network characteristics at 

various depths and sizes. With 83.45% accuracy and 

83.69% f1-score, the model performs better than other 

intrusion detection techniques currently. Additionally, on 

the AWID dataset, it achieves an accuracy and f1-score 

of above 98.9%. Ur Rehman et al. (2021) [83] developed 

a brand-new, highly effective method called DIDDOS is 

put forth to defend against actual DDoS attacks by 

utilizing GRUs, a subset of RNNs.  

Al-zubidi et al. (2024) [84] presents a novel and 

efficient method for forecasting DoS and DDoS attacks 

using an efficient model termed CNN-LSTM-XGBoost, a 

cutting-edge hybrid technique made for network security 

intrusion detection. Authors handle imbalanced data, 

eliminate null and duplicate data, and use correlation-

based feature selection to choose the most pertinent 

features as part of our preprocessing steps. Additionally, 

the method uses the most vital features to reduce the 

model's overfitting. Issa et al. (2020) [85] propose a DL-

based IDS that expands detection accuracy by removing 

temporal and geographical information from network 

traffic data based on hybrid CNN and LSTM. According 

to the developed approach, DL-IDS got the best fallouts 

across all methods, with an overall high accuracy. 

Bamber et al. (2025) [86] proposed a hybrid detection 

technique based on LSTM with CNN based on the 

feature selection technique. The most informative 

features are extracted the use of Recursive Feature 

Elimination (RFE), which drops dimensionality and 

reduces overfitting.  
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Table 1. Summary of DL-based DDoS detection methods including model architectures, datasets used, 
detection accuracy, and identified limitations 

Ref. 

No. 
Approaches 

Implementation 

Focus 
Dataset Merits Demerits 

[38] AE+RF Feature selection 
CICDDoS2019  

DDoS-AT-2022 

The model 

produced high 

detection accuracy 

High 

computation cost  

[39] ADE Feature selection ICS 

The method is 

scalable and cost-

effective 

The model lacks 

in accuracy 

[40] HDE + SDNN Feature selection CICDDoS2017 

The model 

achieved Low 

computational time 

The model is 

high cost-

effective 

[41] Hybrid CNN+LSTM 
Features 

extractions 

UNSW 2018 

Mandalay dataset 

The approach 

gives better results 

High 

computational 

time 

[42] E-SDNN 
Selecting pertinent 

features 

CICDS2017 

CICDDoS2019 

Model produced 

high accuracy 

The model is 

ineffective  

[43] DSAE+Elastic net 

Feature selection 

Hyperparameter 

optimization 

CICDS2017 

CICDDoS2019 

Enhanced 

detection accuracy 

The model can 

manage fewer 

datasets 

[44] GHLBO +DSA 
Training 

approaches 
BoT-IoT 

Finding optimal 

hyperparameters 

The method 

achieved low 

accuracy  

[45] DVGAN Feature selections CICDDoS2019 

Reduce 

operational 

overhead 

The method is 

incompetence 

[46] VAE-DNN 
Latent 

representation 
CICIDS 2017 

Model achieved 

highest precision  

The method 

issues in 

scalability  

[47] SVM-AE 
Imbalanced 

datasets 
CICDDoS2019 

Managing new 

types of attacks 

The model falls 

into underfitting  

[48] GRU+DLP+Softmax Classifications 

SIMARGL21 

UNR-IDD NF-ToN-

IoT 2021, UKM-

IDS20 2020, CIC–

IDS2018, WSN-

DS, UNSW-NB15 

2015, NSL-KDD, 

KDD Cup 

The model 

achieved high 

Accuracy  

The method falls 

into local optima  

[49] CNN 
Hyperparameter 

optimization 
NSL-KDD 

The model has low 

computational time 

The model lacks 

into execution 

efficiency 

[50] CNN 
Network 

optimization 

ISCX2012 

CIC2017 

CSECIC2018 

UNB201X 

High 

computational time 

The model 

achieved low 

accuracy 

[51] AE Feature selection KDDCUP99 

The model 

discovers 

meaningful feature 

The method falls 

into overfitting 

[52] 
LSTM + DBN with 

PSO 
Feature selection NSL-KDD 

Enhanced feature 

learning and better 

convergence 

High 

computation time 

due to sensitive 

to initial settings 

[53] 
CBOA + PSO-based 

LSTM 

Hyperparameter 

optimization 

NSL-KDD LITNET- 

2020 

The model 

produced high 

accuracy  

The model 

achieved high 

computation time  
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[54] 
PCA+MI based 

LSTM 
Features selection KDD99 

High correlation 

between features 

Lack of multiple 

variant 

investigation in 

LSTM 

[55] 
HHO+PSO based 

LSTM 

Weights and 

biases 

optimization 

NSL-KDD 

The model 

achieved fast 

convergence rate  

High 

computational 

time, and lack of 

automatic 

updating during 

attacks. 

[56] USELM 
Dimensionality 

reduction 
KDD-99 

The model 

produced high 

accuracy  

Lack of inline 

detection 

[57] DNN 
Weights and bias 

optimization 

DARPA, KDD Cup 

88, KDD Cup 99, 

NSL-KDD, CICIDS 

2017 

The model 

convergence 

quickly  

Lack of 

accuracy, not 

able to work on 

complex data. 

[58] Bi-LSTM + AM 
Feature 

engineering 
NSL-KDD 

Improve the ability 

to detect the rate 

Lack of feature 

implementation 

[59] DL methods Feature selections CIC-DDoS2019 
Low computational 

cost 

The model lacks 

in accuracy  

[60] LSTM Online alert NSL-KDD 

High accuracy with 

low computation 

cost  

Low 

convergence 

rate 

[61] 

BiDLSTM 
Concentrate on 

different attacks 
NSL-KDD 

The model 

achieved high 

accuracy 

Requires much 

training time 

[62] Hybrid CNN-LSTM 
Feature 

extractions  

CIC-IDS 2017, 

UNSW-NB15, and 

WSN-DS. 

The model 

achieved high 

accuracy 

High 

computation 

complexity  

[63] 

Bi-LSTM 

Analysis of 

activation 

functions 

KDD CUP-99 

UNSW-NB-15 

High accuracy 

when using offline 

datasets 

Lack of online 

detection 

[64] 

LSTM 
Feature 

embedding 
UNSW-NB15 

The model 

achieved high 

accuracy 

Lack of online 

detection 

[65] CNN-LSTM Spark platform ISCX-IDS 2012 

The model 

convergence 

quickly 

The model 

produced low 

accuracy  

[66] CNN1D Feature selection NSL-KDD 
High accuracy 

achieved by model  

Class imbalance 

problem 

[67] 
DNN, LSTM, and 

DBN. 
Feature selection 

NSL-KDD, 

CICIDS2017 

High detection 

accuracy produced 

by the model  

The model lacks 

when handling 

new datasets 

[68] AE+LSTM 
Dimensionality 

reduction 
KDDcup99 

Mapping datasets 

with large 

dimensions to 

datasets with 

reduced 

dimensions 

Encoding and 

decoding 

process takes 

high 

computational 

time  

[69] 

 

XGBoost + 

GRU+LSTM 
Feature selection 

UNSW-NB15, 

NSL-KDD 

High detection 

accuracy 

Failure to find 

global optima 

[70] 

 
IGOA+DL 

Hyperparameters 

optimization + 

feature selections 

UNSW-NB-15, 

CICDDOS2019, 

CIC-IDS-2017 

Low computation 

time 

The model 

produced low 

accuracy 

[71] CNN 
Automatic feature 

extractions 
KDD 99 

The model 

achieved high 

accuracy  

Low efficient 

performance  
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[72] AE Denoising the data KDD Cup 99 
Real-time 

environment 

Model 

convergence 

quickly  

[73] CNN+LSTM 
Filling the missing 

values 

CIDDS-001, 

UNSW-NB15 

The learning 

process is high 

Data 

unbalancing 

causes a 

problem 

[74] AE 

Federated 

unsupervised 

learning  

Customized  
Model can handle 

complex data 

The model lacks 

in accuracy  

[75] fuzzy logic + CNN 
Handing the 

uncertainty 
NSL-KDD 

The model 

achieved low 

computation time 

The model 

produced low 

accuracy  

[76] OS-CNN 
Hyperparameter 

optimization  

CICDDoS2019, 

CSE-CIC-IDS2018 

Detection accuracy 

is high  

High 

computation time 

[77] 

Deep Maxout 

Network (DMN) and 

AE 

Network 

optimization 
NSL-KDD 

The model 

convergence 

quickly  

Failure to recent 

datasets 

[78] DNN 
Statistical feature 

selection 

NSL-KDD, 

UNSW_NB-15, 

CIC-IDS-2017. 

The model 

convergence 

quickly  

the model stuck 

in the real-time 

dataset 

[79] 
DBN-LSTM with 
AVO 

Feature extraction 
and selection 

NSL-KDD 
High detection 
accuracy obtained 

AVO affects the 
duplicability  

[80] CNN+AM 
embedded spatial 

and channel 

Bot-IoT, UNSW-

NB15, CIC-

IDS2017, 

ISCX2012 

The model 

convergence 

quickly  

The model 

produced low 

accuracy  

[81] GA with ANNs Feature selection UNSW-NB15 

High accuracy 

obtained with low 

computation time   

More iterations 

are required to 

get convergence   

[82] VAE 
Hyperparameters 

optimization 

NSL-KDD 

AWID 

The approach 

produced high 

accuracy  

Low 

convergence 

rate 

[83] GRU 
Real-time data 

generations  
CICDDoS2019 

The model can 

manage the 

different layers 

Low 

convergence 

rate 

[84] 

CNN-LSTM-

XGBoost 

 

Feature selection 

CICIDS-001 CIC-

IDS2017 CIC-

IDS2018  

The model can 

manage overfitting  

The model 

produced low 

accuracy  

[85] CNN+LSTM 

Extract the spatial 

and temporal 

features of 

network traffic 

CICIDS2017 

Reduce the 

influence of an 

unbalanced 

number of samples 

Lacks in 

computation time 

[86] 
CNN+LSTM based 

on RFE 
Feature selection  NSL-KDD 

Reduce the 

chance of an 

overfitting and 

computational 

complexity 

The model lacks 

in accuracy  

[87] 
CNN + BiLSTM 

 

Feature 

extractions and 

ranking  

CIC-DDoS2019 
Low computation 

time  

The learning 

process of model 

falls into 

overfitting  

[88] 
Hybrid-optimized 

LSTM and CNN 

Feature extraction 

and 

hyperparameters 

tunning 

NSL-KDD 

BoT-IoT 

Features are 

extracted from 

dimension-

transformed data 

The model 

produced low 

accuracy  
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The proposed technique makes use of 

sophisticated DL methods, mostly the CNN-LSTM 

model. The hybrid detection method addresses 

overfitting, computational complexity, and assuring 

better scalability by combining CNNs for efficient feature 

extraction and LSTMs for capturing temporal trends. 

Alghazzawi (2021) [87] recommend utilizing a hybrid DL 

model, specifically a CNN with BiLSTM to predict DDoS 

attacks. According to experiment outcomes, the 

proposed CNN-BI-LSTM attained up to 94.52 % 

accuracy. 

 

4. Discussions  

DL approaches have formed a big influence on 

DDoS attack detection. Some DL approaches have 

established excellent accuracy and real-time detection 

abilities, while others have had problems with 

deployment, simplification, and adversarial attacks. The 

CNN [71], LSTM [64], and AE [82] (AEs), and hybrid 

models are some of the most significant models. Some 

have suffered with scalability, false positives, and 

adversarial attacks, while others have flourished in real-

time performance and high accuracy. An LSTM-based 

approach was used in an actual network monitoring 

scheme to classify both high-rate and slow-rate attacks. 

By identifying long-term dependencies in network data, 

LSTM was able to identify complex slow-rate DDoS 

attacks [89]. The accuracy of the model in detecting 

covert DDoS patterns was 98.7%. However, High false 

positive rate (10%+) due to normal traffic variations 

misclassified as DDoS, Poor generalization to diverse 

traffic patterns, and computationally expensive for slow-

rate attacks. The AE detected previously unseen DDoS 

attacks with high accuracy, learned typical traffic 

behavior, and highlighted aberrant DDoS patterns 

without the need for labeled data, decreasing reliance on 

manual attack signatures. However, when tested on 

real-world traffic, detection accuracy fell below 10%, it 

produced too many false alarms, resulting in needless 

mitigation, and it had trouble distinguishing DDoS 

attacks from typical high-traffic spikes. CNN was unable 

to generalize to attack vectors that were altered and 

attackers made small changes to the characteristics of 

network traffic, the detection rate decreased from 97% 

to 43% after undergoing adversarial training. 

Much research work is carried out using hybrid 

methods such as CNN [71], LSTM [64], and AE [82]. 

Some papers use CNN to extract the spatial features 

from the traffic data to enhance the accuracy of the 

detection method such as LSTM [62, 90] and AE [35] etc. 

CNN and AE are used to extract the features and LSTM 

method for capturing temporal features from the traffic 

data and helping distinguish slow-and-low DDoS 

attacks. The hybrid methods achieved more than 98 % 

accuracy with low false positives. A CNN-LSTM [85] 

hybrid model was created for volumetric and application-

layer DDoS detection. LSTMs perform well in sequential 

DDoS patterns, but they have trouble in a variety of 

settings. Although they need strong feature engineering, 

autoencoders are excellent for detecting zero-day 

attacks. CNNs are good at fast detection, but they can 

be attacked by adversaries. 

 

Table 2. Overview of publicly available DDoS-related datasets with their characteristics and relevance to real-
world detection scenarios 

Dataset Description Relevance with Real-time 

KDD 

An intended for assessing DDoS and other 

intrusions included Both anomaly-based and 

signature-based detection are possible. It 

contains four attacks including “DoS/DDoS, 

Probe, User to Root (U2R), and Remote to Local 

(R2L)” 

It aids in the training of intrusion prevention 

and detection systems (IDS and IPS) 

NSL-KDD 

Reduced instances of duplicates in an enhanced 

KDD99 dataset and it contains such as 

“Teardrop, Neptune, and Smurf” 

It is appropriate for traditional ML models and 

less reflective of contemporary DDoS attack 

designs but useful for benchmarking. 

CICIDS2017 

Despite being mainly an intrusion detection 

dataset, it covers DDoS attacks like DoS Hulk 

and Port Scan. 

It depicts both attack and benign network 

activity realistically. It is beneficial for model 

training in hybrid attack detection settings. 

CIC-IDS2018  

It is designed to evaluate IDS and cover a range 

of cyberattacks, including DDoS attacks. Five 

days' worth of realistic network traffic, including 

both attack and regular circumstances such as 

“UDP Flood, SYN Flood, HTTP Flood, and 

Botnet-based DDoS” 

It is extremely indicative of traffic in the real 

world because it was recorded from a testbed 

that replicates a corporate network. It 

contains harmless traffic, enabling DDoS 

detection based on anomalies. 

CICDDoS2019 
It contains actual DDoS attack traffic produced in 

a controlled situation. It covers a variety of DDoS 

It reflects current attack patterns, such as 

DDoS attacks at the application layer and 

volumetric attacks. It is appropriate for 
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attacks which contain UDP flood, SYN flood, and 

HTTP flood. 

machine learning-based detection since it 

includes tagged network traffic with a variety 

of attack kinds. 

BoT-IoT  
Considered to signify IoT-related cyberattacks 

with large-scale DDoS attacks. 

It can detect botnet-driven DDoS attacks and 

features both normal and attack traffic from 

IoT devices. 

UNSW-NB15 

An extensive dataset was created using the IXIA 

Perfect Storm program that includes a variety of 

attack types, including DDoS. 

It is perfect for AI-based DDoS detection 

because it has 49 features. It beneficial for 

multi-stage and hybrid attack analysis. 

ISCX2012 

It contains a target system that is inundated with 

traffic from numerous infected servers. It records 

application-layer attacks (like HTTP flooding) as 

well as volumetric DDoS attacks (like UDP flood). 

The dataset helps simulate real-world attacks 

since it replicates the behaviors of enterprise 

networks. 

It is perfect for anomaly-based detection 

because it incorporates typical user activities. 

 

Although they require adjustment for real-time 

performance, hybrid CNN-LSTM [85] models perform 

better than standalone DL models. Large, high-quality 

datasets are necessary for DL models to identify DDoS 

attacks and identify trends in network traffic. Many 

datasets are available with their separate characteristics 

for detecting attacks in their environments. Table 2 

shows the overview of available DDoS attack datasets. 

 

5. Challenges  

Despite the potential advantages of applying 

advanced DL methods, detecting DDoS attacks using 

DL approaches faces various difficulties. Datasets for 

DDoS attacks are sometimes quite unbalanced, with a 

large percentage of cases representing regular traffic 

and a disproportionately small percentage representing 

attack instances. DL approaches require balanced 

datasets to work well, and biased methods might 

outcome from imbalanced data. The size of the 

collection should permit for a thorough depiction of the 

DDoS attacks. Make certain the datasets are large and 

diverse when developing methods to classify and 

mitigate DDoS attacks. . The diversity of attacks contains 

a range of attack types, pathways, and intensities. 

Because various kinds of DDoS attacks are involved in 

the training data, the produced models can identify and 

respond to a wider range of attack types. As a result, 

they may be significantly more precise and capable of 

generalization, making them more resilient to various 

types of attacks. Because of this, it's significant to 

frequently update the datasets with fresh attacks to 

assurance that the models continue to function well and 

can identify even the most complicated and 

sophisticated attack patterns. The excellence and 

applicability of the input data have an important impact 

on the efficiency of DL models. To classify significant 

patterns in network traffic data, feature engineering is 

important. Designing effective features for DDoS attack 

detection is problematic, particularly given how 

frequently DDoS attacks variation. The developed 

models for one network may not generalize effectively to 

another due to its dynamic nature. It can be problematic 

to adjust DL models to various network setups and 

behaviors, especially in real-time situations. DDoS 

attacks may start very rapidly and overwhelm a network 

in an instant of minutes. Due to their computational 

expense, DL methods, mostly sophisticated ones, may 

not be suitable for real-time detection. For prompt 

detection and reaction, effective application and 

optimization are compulsory. An interpretability can be 

interesting to comprehend the logic behind the 

predictions made by DL models, especially DNN, which 

are sometimes referred to as "black boxes." 

Understanding why a particular traffic instance was 

labeled as an attack or normal in the context of DDoS 

attack detection might be critical for network managers. 

 

6. Conclusions  

One of the most important lessons securities 

teaches us is to be proactive rather than reactive. These 

days, creating a DDoS attack detection system is 

difficult, particularly when dealing with attacks that are of 

a new generation. New DDoS attack generations have 

been able to evolve thanks to advanced evasion 

techniques, which have had extremely serious 

consequences. On the other hand, DDoS attack 

detection technology based on DL lessens the 

shortcomings of both conventional and traditional 

approaches. This study offers a thorough analysis of DL 

methods for DDoS attack detection. Research taxonomy 

is proposed based on the development of DL-based 

methodologies. There is also an exploration and 

comparison of recent methods for identifying DDoS 

attacks on computer network systems. Lastly, this study 

will point researchers in the right direction for creating 

mitigation strategies for both common and sophisticated 

malware by providing them with a comprehensive grasp 

of DDoS attack analysis.  

A few feature enhancements are discussed as 

follows:  

 Create a new DL model that is domain-adaptive 

so they can simplify to a variety of network 

circumstances and traffic patterns.  
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 Examine transfer learning approaches to adjust 

models established on a single dataset to fit 

novel or changing assault scenarios.  

 For hybrid detection frameworks, combine rule-

based or signature-based techniques with 

anomaly detection based on deep learning.  

 To increase the accuracy of detection, combine 

information from several sources such as 

network flow, system logs, and endpoint 

behavior. 
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